I Cisco Expo
CISCO 2007

CpepactBa Cisco ans

noaaepKu npoLLeccoB
ITIL

Bnagucnas lNaTeHko
UHXXeHep-KOHCYNbTaHT
vpatenko@cisco.com

Enable Your Network
Empower Your Business



s __________________________________________________________
3ayeMm Heobxoaumo ynpasneHune UT cepsucammn?

SEREEAeEE VI

!'.' lll-illlu:gr /s §
--' u---q ‘?

P AT T

lll"

MoToMmy 4TO N6oU cooun B pabote UT moxeT noBneYb
3a cobou HenpeacKkasyemoe BIIMsiIHUE Ha OU3HeC




ITIL - IT Infrastructure Library

. ITIL — nHQpacTpyKTypHas
bmnbnmoteka MHAPOPMAaLIMOHHBLIX
TEXHOMNOrMn

ITIL — cBOA MeTOOUK,
OPUEHTUPOBAHHbIX Ha 3aKa34yuka,
KOTOpble NpeaoCcTaBnAoT
BO3MOXXHOCTb peanm3oBaTb OCHOBHYIO
Mmuccuro ITSM

Agpo ITIL cocTaBnaloT S KHUTM
Apnpo ITIL, - oBa 0bobLatoLmx u

B3aMMOCBA3aHHbIX Npouecca: Service
Support n Service Delivery



3ayem HyXxeH ITIL gna opraHusauun?

* A3meHeHmne dokyca paboTel T noapasgeneHuu, -
OpPUEHTaLMNS HE Ha TEXHOSOMMU, a Ha KIMeHTa

= [ToTpebHOCTb B n3amepeHnn adodPeKTUBHOCTM padoThl
T — ITIL npenoctaBnaetT METPUKK

= CTpyKTypupoBaHHoe YnpaBreHne NIameHeHnamu
MOXET CYLLeCTBEHHO YMEHbLUUTL pacxogbl Ha AT

= [IpOoBEPEHHbBIN, XOPOLLO 3apeKoMeHa0BaBLLUNN cebs
noaxon - pacnpoctpaHeHHocTb ITIL n TectupoBaHune
BpeMeHeEM



O030p ocHoBHbIX npoueccoB ITIL
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[Mpouecc nogaepKkKu

NMS NMonb3oBaTenu, KIIMEHTbI
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YnpaBneHue UaMeHeHUsIMU "

KOHdurypaumamum

TpeboBaHus YnpaBneHue
GMM - NHumaeHTaMu
YnpaBneHue
KNueH YnpaBneHue
» - 4 Mpo6remamm
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PaspaboTtka
crparorun T

YnpaBneHue
KOHuUrypauumamm

7]
UW3MEHEeHNAMU

YnpaBneHue

AO0CTYNHOCTbLIO |

YnpaBneHue

Moppepxka

YpoBHeM

cepBuca
YnpaBneHue

MOLLHOCTAMU

YnpaBneHue
6e3onacHOCTbIO

YnpaBneHue
HenpepbIBHOCTLIO

NMpepnocraBneHue ycnyr

YnpaBneHue
Bepcusamu

BHeapeHue ycnyr




CMDB - Configuration Management Database
OcHoBa ansa npoueccoB ITIL

YnpaBneHue YnpaBneHue YnpaBneHue Adpyrue npoueccobl
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YnpaBrneHue KoHpUurypaumsamm yCTponucTs
CiscoWorks Resource Manager Essential (RME)
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YnpaBneHue KoHdurypaumamm
CpaBHeHue Bepcun — CiscoWorks RME

Gisco SvsTEMS Archive Mgl‘l‘lt
Config DIff Viewer: rtpnml-c3640 Config Thu Apr 07 12:51:51 EDT 2005

Show: - Ry ii;"Proc:essed

[»

Configlets ripnml-c3640:STARTUP: Version:Startup ripnml-c3640:RUNHING: Yersion:Running
Glohal |*| Global
2 € & configiets version 12,2 version 12.2
o D Diff Cnly no parser cache no parser cache
(ol al service timestamps debug uptime =| service timestamps debuy uptime
zervice timestamps log datetime msec localime show-timezone zervice timestamps log datetime meec localtime shovw -timezone
no zervice password-encrygption || noservice password-encryption
hostname rtpnml-c3640 hostname rtpnml-c 3640
boot system flash flash: c3640-kEs-mz.122-13a hin boot system flash flash c3640-k5s-mz .1 22-19a kin
boat system flash slotl c3640-i-mz 1 22-19 hin boat system flash slot0: c3640-i-mz.122-19 hin
logaing buffered 4096 debugging logging buffered 4096 debugging
no logging console no logging console
enahle secret 5 Heataat enghle secret 5wkt
username root privilege 15 password [ st
clock titmezone EST -5 clock timezone EST -3
clock summer-time ECT recurring clock summer-time EDT recurring
no call revp-sync no call Fevp-sync
dlswy local-peer peer-id 1721886 111 promiscuous dlswy local-peer peer-id 1721886111 promiscuous
c=pu pu RTPHML xid-rcy 00003640 interface Ethernet0i0 dzpu pu RTPMML xid-rcy 00003640 interface Ethernet0/0
dspu lu 2 254 poal kL dspu lu 2 254 pool ML
logging 172.153.86.93 logging 172.15.56.93
rtp source Ethernet0m ritp source Ethernet00
rtp server 172.18.66.71 rtp =erver 172.15.86.71
rtp server 172.158.86.73 rtp server 172.15.86.73
P P
IP-IP Global IP-IP Global
i subnet-zero i subnet-zero
ip romd rsh-enakble
ipp remd remote-host root 172.15.86.74 root enable
no ip domain-lookup no ip domain-lookup
if host Apnml-psi 2040 17218 .86.111 i host Apnml-psi 2040 1721886111
ip host ipnml-chi 2039 1721886111 ip host Apnml-chi 2039 1721886111
it host Apnml-xi 2033 1721886111 it host Aprml-xi 2033 1721886111
i hoest rtpnml-omicron 2034 1721886111 iy host rpneml-omicron 2034 1721586111
ip host rtpnml-sigma 2035 1721886111 ip host tpnml-sigma 2035 1721886111
ip host Apnmi-tau 2036 172.18.86.111 i host Apnmi-tau 2036 1721888111
ip host Apnml-upsilon 20537 1721886 111 ip host ppnml-upsilon 2037 1721886111
i host Apnml-phi 2038 172.18.86.111 i host Apnml-phi 2038 1721886111
ip name-zerver 17215 86.80 ip name-zerver 17215858680
ip multicast-routing ip multicast-routing
i cef = ip cef
4] Il [»] [4] ] ]

[4]




YnpaBneHue KoHdurypaumamm
MHBeHTapHasa oTyeTHOCTb - CiscoWorks RME

24 Hour Inventory Change Report
Chassis Slot Details
Chassis Slot Summary
Chassis Summary Graph
Detailed Device Fe oo 1t

Detailed Device Report

Generated on Jan 03 2005 15:55:48

Omuyem moxem 6bImb
cghopmupoeaH onsi
HecKoJIbKUX ycmpoucme

Hardware Repon
Hardware Summary Graph

bultiService Fort Repaont
moftware Repont
aoftware Wersion Graph

Total number of devices:
Devices with Report Data;
Devices without Report Data:

1
1

Mone

Device Hame : nmitg-hg-core-3725.cisco.com

System Information

0 Two Metwork Module slat, three WIC siat, twa Fast Ethernet port MARS router JMEO70SL4aR C3725

System Domain e .
Updated At Narme Mame Description Serial Mumb
Jan 03 2005 nirmtg-hg- Cizco 105 Softwware, 3700 Softwware (C3725-IPBASE-M), Version 12 3(4)+0D2, RELEASE SOFTWARE (fc1) Technical Support: JMHOT09L 40
12:41:37 core-3723 hitp: e cizco.comiechsupport Copyright (o) 19566-2004 by Cisco Systems, Inc. Compiled Mon 1 2-Apr-04 02:33 by cmong
Chassis Information
Il Description

Chassiz Serial Mumber Chassiz Vendor Type Chaszsiz Model Mame Physical Entity Name Slot Configuration Man

Bridge Information

Basze Bridye Address
00:0kc:af: 530040015

Mumber of Parts
0

Processor Information

. . Rehoot
Parert Parert = Slot - Serial  Vendor Model F‘h}.-'S:ICEl Slot Manutacturer Operational R'?‘M NVRAM AR Col.mg Config Hw S P Mumber i
[l Index  Type MNumber DS Mumber Type Mame ¥ Configuration Mame Status S | Sl Usst] - (MegkiEy Register “ersion Version “ersion of Slots
Mame (MB)  (KED) (KB  “alue alue Pi
1 0 chassis 0 c3725 0 Ch- Ok 9500 5599 547 0x2102 0x2102 04
dathertboatd Ca723-
with Fast e
Ethernet




YnpaBneHue KoHdurypaumamm

NetConfig - CiscoWorks RME

» NetConfig

M WN3ameHeHne KOHUrypaumm Ha
HECKOJTbKMX YCTPOMNCTBaX . Banner
* SNMP =
M BO3MOXHOCTb co3aHuns wWabroHoB — . Passwords '®-@
YMEeHbLUEeHne Konmyecrtea ownobok - CDP — '@
" DNS _—
M Bonblie 30 roToBbIX LLAOIOHOB. - Logging
Bo3amoxHOCTb CcOo30aHn4Aa HOBbIX * TACACS+
LuabrnoHoB - etc /4
LLla6noH
KOHcurypauumm
#J Syslog Configuration - Microsoft Internet Explorer SySIOg
Sy=log Configuration
Common Parameters
Logging Host
.ﬂ-.ctiu:un:l Add vI Hosts (comma separated|192 165.138.21
105 Parameters napaMeTp bl
Logging On Logging Facility
Au:tiu:un:IEnable 'I .ﬂu:tinn:IEnable vI O,D,VIHaKOBbIV,D,.I'Iﬂ
Logging Level BCeX YyCTPOUCTB
Buffered Console
Actinn:lEnable 'l Cl:-nd'rtiDHS:IinfDrmatiDnal j Actil:un:IND Change 'l Cnnd'rtinnS:IDefault j
Monitor Trap
Adiun:lEnable vl st informational fig Action:IND Change vI Cnnd'rtiunsrlDefault j




YnpaBneHue KoHdurypaumamm
Ucnonb3oBaHue wabrnoHoB — CiscoWorks RME

Gisco SvaTems

» WWabnoHbl “Baseline”
M Habop wabnoHoB ¢ BO3MOXHOCTbIO

BaseLine Compliance Report
Generated on Jan 25 2005 14.02:47

~ Gotu:lﬁ
NOACTAHOBKM 3HAYEHUN ONA KaXXao0ro |
NpoBepAeMoro yCTponcraa. OTtyeT no
cooTBeTcTBMm —— T::TI:tENa?? :ogglngcheck
NcnoneaytoTca ans gobasnexHnsa 6mnokos KOHdurypaumm e ot oo
KOHdoMrypaumm Ha HOBbIX YCTPOMUCTBAX 3a4aHHbIM —
nonuTUKam -

Mcnonb3yroTca ana npoBepku
KOHJoMrypaumm yCcTpomcTB Ha
COOTBETCTBME MOSIUTUKAM KOMMaHUU

nimty-chemo-6000.cisco.com

Wersion

2 + logiging 192165 135 .22

Misconfigurations

Back to Top
Compliant Devices

Devicehlame

“Wersion

nmtg-demo-2955¢c cisco.com 2

Baseline Templates

Device List Device Templates
B S pevices Inmtg—rethe—?EDD.ciscu_curr [#pc =#]
+ encapsulation aald [encap-type]
o D ptcremotes il (SELIE LG + abr [output-por ] [output-mcr]
e D nmtg-kbranch-7200.0 = = Al + ubr [output-por2]
D + vhr-nrt [output-por 3] [output-scr] [output-mis]
o Global[0] + whr-rt [peak-rate] [average-rate] [bhurst]
O AH U N TEe Xe SR el= A ThA[O] + prc_rlttocol i [prato-ip] [type]
@ Deven e
KOMaHAbI, HO C o
pa3HbIMKU
Device Data
napameTpamm | -
burst[0]
AnAa pa3HbIX Monb3oBaTenb
YCTPOWUCTB B et per2(0] | BBOAUT pa3Hble
oaHOW 3agave autput-pert 0] | napameTpbl onsa
| m output-ser(0] | Pa3HbIX YCTPOUCTB
output-miE(] |

Add Instance
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YnpaBneHue ]
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—‘ YpoBHeM

CepBuca
YnpaBneHue

MoLwHocTaMMU

YnpaBneHue YnpaBneHue
HenpepbIBHOCTLIO 6e3onacHOCTbIO

NMpepnocraBneHue ycnyr
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BHeapeHue ycnyr




YnpaBneHve vHUUOEHTaMW

Llenb npouecca:

MakcumanbHoO 6bICTp09 BOCCTaHOBJ1IEHe HoOpMasribHOro d)yHKLIMOHMPOBaHMFI
UT ycnyr and MUHUMU3aumm BJIINAHUA Ha BbINOJIHEHUe OusHec-3apau.

3ayeM Heobxoaumo YnpasneHune UHUMpgeHTammn?
= llcnonb3oBaHMe CyLLECTBYHOLLUX PECYPCOB AS1A NOAAEPXKKM Lenen KoMmnaHum

. ,D,OKyMeHTI/IpOBaHI/Ie BCEX MHUMNOEHTOB U NYTU pelleHnAa a4 AarnbHenLWwero
NCNoJib30BaHUA

= PaspaboTka 1 ucnonb3oBaHue npoLeayp v npaBun Ans BCEX MHUMAOEHTOB

HencrBus:

= Perncrpauma Bcex MHUNOEHTOB

= Knaccudoumkaums

" 1-9 1 2-9 NUHUA NOOOEPXKKU

= YpaneHue/apxuBmpoBaHue 3annucen od nHUMaeHTax
= OTBETCTBEHHOCTb 3a peLleHne npobriemsl



YnpaBneHve vHUUOEHTaMW

NopaepxunBaetca CiscoWorks DFM

MOHI/ITOpI/IHr, oTClriexxmBaHne COCTOoAHUA, B3aUMOAOEUCTHUE C KITMEHTOM

\ 4 v Y A 4

Mony4yeHue PeweHune n
cooGLeHun Knaccudmkauusi HAuarHocTuka 3aKpbiTue
(MHUMAeHT) MHUMAEeHTa

[IpenocTtaBneHue UHumpeHT
ycnyru 3aKpbIT

[Mpouecc ynpaBneHna MHUUOEeHTaMU He
pelwaeT npobnem!



YnpaBneHve nHUUOEHTaAMU

Cisco Svstems
Device Fault Manager

Alerts and Activities as of Tus 22-Feb-2005 15:11:31 PST

Core Routers with 1 alerdts

21 Alers ! Alert 1D Device Type Duration Last Change © Device Hame Description Status
Suspended Devices @ oooooss Routers 122 hr 24 min 21-Feh-2005 13:53:52 nimtg-hg-core-3725 cisc.. Litilization Active
I |Core Rout...
LRE
Rolters
o |l 4o rts and Activities Detail
L a5 of Tue 22-Feb-2005 15:16:42 PST

@ Device Hame: nimtg-hg-core-37 25 cisco.com
Device Type: Routers Status: Active Alert ID: 00000SE Duration: 122 ht 29 min Last Change: 21-Feb-2005 13:53:52

- Events: (2)
¥ Event 1D Description Component Time Status Tools
1. 00001LD Highlkilization IF-nimty-hg-core-... 21-Feb-2005 13:53:52  Active I-- Select - |- I
2. 00000x3 OpetationallyDowen IF-nimty-hg-core-. .. 17-Feb-200512:47:26  Active I-- Select - |- I
- Hotes:

;I Annotate

Refresh Acknowledge Suspend Hotify Cloze

Resume




YnpaBneHve vHUUOEHTaMW

Cisco SvsTems e es .
Alerts and Activities Detail
. a3 of Tue 22-Feb-2005 15:28:33 PST
@ Device Hame: nmtg-hg-core-37 25 cizco.com
Device Type: Routers Status: Active Alert 10: 0000058 Duration: 122 hr 41 min Last Change: 22-Feb-2005 15:28:33
Events: (2]
# Event ID Description Component Time " Status Tools
1. 00001LD HighlLkilization IF-rimtg-kg-care- ... 21-Feb-200513:5352 Active I-- Select - = I n
2. 00000x5 OperationallyDowen IF-nimtg-hig-care- ... 17-Feb-2005 124726  Active [ Select -- = I E
-- Select -- |
Fault Histar
> Property Value Device Ckr, Y u
. Event_Description OperationallyCoven
Hotes: Formtg-ha-core- BbI30B BHeWHNX
22-Feh-2005 15:28:33:| SOmponent 3725 cisco comd [Fet /0] b_FR-7500], this is NPUNOXeHn
interface for the time ke
T ETHERMETCSMACD
[Fa1 iz operationally J ¥Pe min status to
OperStatus D2t
InterfaceCode CODEURK RO
Duplextode FULLDUPLEX x| | Annotate
AdminStatus P
LaztChangedat 17-Feb-2005 12:47: 26 PM
. Refresh Acknowledge Suspend Hotify Close
IzFlapping falze
[ [T
Mode MORMAL
Close




YnpaBrieHue npodonemamu

Lenb:
MVIHI/IMVI3aL|,VIFI BJIINAHUNA npo6neMb| Ha AeATeJibHOCTb OpraHn3auuun.

= Urpaet BaXkHYyl0 posSib B OOHaApPYXXEHUN, peLleHnn npodriemMsl
(4acTo ycTpaHeHWe N3BECTHbIX OLWMOOK) N NpeaoTBpaLleHnNs ee
nosiBNEHUs B OyayLleM.

= ‘NMpobnema’”, - Hem3BecTHasi NpMYKMHa OAHOro NN 6ONbLLLIOIO
KonimyecTBa MHUMOEHTOB.

" “U3BecTHan owmnbKa’, - npuymHa Npobnemsbl, KOTOpada paHee yxe
Obina gnarHocTMpoBaHa, HO He YCTPaHeHa.

= 3anpoc Ha U3AMeHeHue — 3arpoc, CO3,EI,aI-vIHbII7I B npotuecce
YnpaBneHud I'I[|3_06ne|v|a|v||/| N HaLUEeNeHHbIN Ha N3MEHEeHue
napameTpoB VT nHdpacTpyKkTypbl Ans yCTpaHeHNa npodriemMsl



YnpaBneHue npobrnemamu (2)

3anpoc Ha
U3MeHeHue
YnpaBneHue npobrnemammu
Grnaanee ~ MpoGriema | Oumba | | Srnasnae
WHUUOEHTaMU g 1 U3MEeHEeHUAMU

AHanus pesynbTtaTtoB
pelwieHns npoonembl

v

YnpaBneHue
KoHduUrypaumamm

Ba3d AaHHbIX N3BECTHbIX OWNO0

Bbasa gaHHbIX KOH(Urypaumm



YnpaBrieHue npoornemamu
PaboTta ¢ 6a3ou gaHHbIX N3BECTHbIX OLLMOOK

SNMP,
Telnet, RCP, pind
wnn TFTP

Bas3a gaHHbIX

no RME

CucteMHoe




YnpaBrnieHue npobremamum
OT1yeT NO n3BecTHbIM owmndkamm MO

Cisco Svsteus Total Bugs Summary Report U3BecTHbIE
. Generated on Jan 18 2005 15:00:07 PST owmn6kun NO
Cisco 7200 Series Routers
. Image Image Total .
Device Mame Category \ersion Status Bugs Catastrophic Severe
nimtg-remote- 7200 cizco.com Cizoo 7204 Router 12.1(2) &, 1007 1l
nmty-branch- Cizoco 7204 Router  12.102) U ELE 1007 1l
7200 cizco.com
nirmtg-hg-care- Cizco T204HR 123077 ED 2500 155
F200vxr cisco.com Router
— NMpocmoTp
Back to Top aeranem
Cisco 2600 Series Multizervice Platform=
. Imace Imae Total .
Device Mame Category \ersion Status Bugs Catastrophic Severe
nirtg-remote- . .
2670 cisco.com | GSCL SISTENS BugToolkit Summary Report:Bug Details
—— . Generated on Jan 15 2003 130353 PST
Showing 1-20 of 34 records 1<] <] Goto page: I 1 | of 2 pages [+ [0
Biug 10 Subject Found Yerzion Fixed “ersion Feature Sewerity Status
1. CSCefO0611 Crash on %FIB-2-IFINDEXILLEGAL: An internal zoftware error occured 12 2017d)SHBM OTHERS 1 O
2. CSCeeSE005 fail to read disk0 aonce flash disk iz removed and reinzert 1200251506 OTHERS 1 o
3. CSCefEoa™ IP interface flaps when SKMP copy of config is performed 12 A0141E03 ShIMP 1 C
4. CSCegqOl 297 Swstem crash caused by pkt of incorrect lengthdP header checksum 12.2018.06 03] 12.2018) OTHERS 1 R
=X SXD03,12.2017d)
SRBOG 12.1(25.4)
E




[lpeaocraBneHue ycnyr

B3anmopencteue UT n busHeca | Moppepxka n cnyxb6a Service Desk

YnpaBneHue
A MHUMOEHTaMU

TpeboBaHus
O6usHe

YnpaBneHue
wexTou il
> 4

Pa3paboTka I— YnpaBneHue
p-
YnpaBneHue
KOHcurypaumamm
(7

NW3IMEeHEeHUssMu

BHegpetme ycnyr



YnpaBneHue OOCTYNHOCTbLIO

Lenb :

ObecneyeHne cOOTBETCTBYIOLLErO gasmemel-wle pecypcoB, MeToOo0B U
TexHonoruu ans nogaepxku YposHs JoctynHoctu UT-ycnyr,
corfiacoBaHHbIX C 3aKa34YUKOM.

3ayem Heobxoaumo YnpaBneHue [JOCTYNHOCTbIO?
= Ob6ecne4veHne goctynHocTn UT nHdpacTpykTypbl No TpeboBaHUIO KNMeHTa

= [ peHTudoumkauma Xn3HeHHO BaXKHbIX PyHKUMI Ans dusHeca, onpeneneHne
napamMeTpoB AOCTYNHOCTU N pa3paboTka MeToaoB obecneveHnsa JOCTYNMHOCTHU

= [locTtmxkeHne TpebyemMon JOCTYNHOCTU 3a CYET YyNpaBndeMoCTy

= OTYETHOCTb NO AOCTYNHOCTM N MOCTOAHHOE Yyny4lleHne goctynHoctn NUT
NHMPaCTPYKTYpPbI

OdencrTBus:

= Cosganue Nnana JocTtynHocTtu ansa sBcex AT cepsucos

= Onpenenexnne TpeboBaHUn NO AOCTYNHOCTM COBMECTHO C B13Hec-
noapasaeneHmsmm

= [TOCTOSIHHBIA MOHUTOPWHT U YNyudlleHWe AOCTYNHOCTH



COop AaHHbLIX MO AOCTYMNHOCTU U ObICTPOAENCTBUIO

Internetwork Performance Manager (CiscoWorks IPM)

Cmamucmu4yeckue
HaHHble

Knueum IPM__J

PM Ucmopu4deckue

3anpoc OaHHbIe
MCTOpM‘-IeCﬁMX CepBep SNMP Define CoIIecto[@
unu se\
o W

CTaTMCTUYECKUX —__ Databa
* Hourly <_%,NMP Get Results

Konnektopbl | - Weekly

4 = Monthly Kaxabin vac
MapLupyTU3aTop
arpervpyet Bce
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Internetwork Performance Manager (CiscoWorks IPM)
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YnpaBneHue MOLWHOCTAMM

Lenb:

O6ecneyeHne UT nHpacTpykTypbl TpebyeMmbiMU pecypcamMmn B HY)XHOe BpeMA
B TpebyeMbIX 06bemax 3a npuemrieMmyro ctoumocTtb. [lpoBepka
adhdektnBHocTn ncnonb3oBaHusa UT nHdpactTpykTypbl.

3ayeM Heobxoaumo YnpasneHue MowHocTAMN?

= [1lnaHMpoBaHue N MOHUTOPUHT BCeX T MOLLHOCTEN Ansi CBOEBPEMEHHOr0o
obecneyeHna pecypcamm corracHo TpeboBaHun GusHeca

= [ToHMMaHMe Tekylmx u Byaywmx notpebHocTen .

OencrBuUs:

= YnpaBrneHne BO3MOXHOCTSIMW OM3Heca

OTBETCTBEHHOCTb 3a TO, YTO byayLimne noTpebHoCcTn BusHeca cnnaHNpoBaHbl U PecypChbl
nobaBneHbl CBOEBPEMEHHO

" YHpaBneHme BO3MOXHOCTAMU CEPBNCOB

dokyc Ha ynyyweHne UT ycnyr, OpUeHTUPOBAHHbIX Ha KITMEHTa
= YnpasrfieHMe MOLLHOCTAMN PeCypCcoB

dokyc Ha ynpasneHne UT nHdpactpykTypon



YnpaBneHue MOLWHOCTAMM

ToHkaa AAS

l HacTpoukKa

BHeapeHue AHanus

> MOHUTOPUHI
PVM o
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OT4YeTHOCTb




YnpaBneHue npon3BoaAnNTENbHOCTbIO

Performance Visibility Manager

NAM
RMON d

MIB data

| Cisco Performance Visibility Manager

MIB, NBAR,

NetFlow MIR,

IP SLA data

ibco NFC
XNIL interface

TexHonorunu:
*NAM

=Cisco NetFlow
Collector (NFC)

*|P SLA

*IHCTpyMeHTapuu
yCTpOWUCTB - IP
SLA, NetFlow
MIB, etc.

*QoS, NBAR
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Cisco Application Analysis Solution (AAS)

" EbICTpaFI n3oJS1AUnA NpuUYnNH ceTeBbiX r|po6neM n onpeageneHne NCToO4YHNKa — ceteBad 4acCTb
UInn rnpunoXxeHume.

= MogenupoBaHue Tpadurka 1 NnaHMpoBaHME PeCypCcoB ASS NPUNOXKEHWUN, - HOBLIX UIK YXe

paboTatowmx
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Cisco AAS Workflow: Busyanusauusa
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YnpaBrneHue ypoBHeM ycnyr

Lenb:

JocTnxeHue ACHbLIX cornawieHumn ¢ 3akasumkom ob UT-ycnyrax,
nraHUpoBaHWe U peann3auus 3TUX COrnalleHun.

3ayem Heobxoaumo YnpaBneHue YpoBHeM Ycnyr?

= [lopnepxka u yny4ueHue kavyectsa T cepBrcoB Ans yHKLMOHUPOBaHUS
BGusHec-noapasgeneHunmn

= [lokymeHTMpoBaHue TpeboBaHun Kk T ycnyram (SLA)
= YnpaBrieHWEe U MOHUTOPUHT BbINONMHeHUA SLA

OencrBuUs:
= JlocTuxeHne cornalleHnn ¢ KnmeHTom o TpebosaHusax kK UT cepBucam
= YnyJyweHue kayectea VT cepencoB ¢ NoMoLLbio [NporpamMm ynyylleHnsa cepeuca

= OTYETHOCTb N0 CTOMMOCTU cepBuca, 4OCTYMHbIM pecypcam 1 BbIMOSTHEHUIO
napameTpoB SLA



Cisco PVM — Bpems oTBeTa NpUoXXeHnu

Application Response Time

Cetb nnu NMpunoxexHune?

Application
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Q
Client B

Client C
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Cisco PVM - Bpemsi oTBeTa npunoxeHuun

Application Response Time

Network Flight Time Per Protocol Cisco SYSTEMS
For Time Period: 9/26/2005 10:59 AM - 9/26/2005 11:22 AM
Server: 172.16.11.101 Client: 172.16.11.43
ART Group: ARTGROUP3 Application Hame: w-ether2.ip.tcp.http
Server HAMs: namlab-2800-1 (HAM_1)
Client HAMs: namlab-6500-1 (HAM_2)
70
_ k0
n
E g0
E
E 40 = Ciiant RT
230 - Sanwer RT
g 20 = Natwork FT
&
10
1}
£ £ £ £ § £ £ £ &
£ & o & 4 & g & §
= = = = = = = = =
§F F F F F § F F &
g & g & g g g g &
& & & & & & & & &
Tirme
Page ol GenermBbdon 114182005 103028 A




YnpaBneHue HenpepbiBHOCTLIO AT cepBucoB

Lenb:

NMoaroTroBKa U nnaHUpoBaHMe cNocob0B YCTPaHEeHUA Ype3BblYauHbIX CUTYaLUN
¢ UT ycnyramu, KoTopble BIIUAIOT Ha HenpepbIBHOCTbL Ou3Heca. NpoakTuBHoe
n3MmepeHue napametpoB pyHkunoHnposaHmsa UT cepBmucoB ans
MMWHUMM3ALUUN PUCKOB UX NPOCTOS.

3ayem Heobxoaumo YnpaBneHue HenpepbIBHOCTbLIO?
= BO3MOXHOCTb ynpasJiaATb BOCCTAHOBJIEHNEM CBOUX CUCTEM
= YMeHbLINTb NPOoCcTON B paboTe

= CBeCTM K MUHNMYMY NnepepbiBbl B BEAEHUN busHeca

3agaum:

= OnpegeneHne puckosB

= [1lnaHnpoBaHMe BOCCTAHOBIEHUA

= OnpegerieHne YeTKoM OTBETCTBEHHOCTU Ha crny4yan Ypes3BblHanHOM CUTyaLum



Cisco Network Planning Solution (NPS)

= [lporHo3npoBaHue BNUSIHUS N3MEHEHWIA TOMOMNOrMK CeTN, KOHUrypaumm, o6bLeMoB CETEBOIO
Tpadmka Ha NPOM3BOANTENBHOCTb CETMW.

" I'IpOBepKa BITUSIHUS UBMEHEHUIN 0 UX BHEOAPEHUA Ha CETU
= ABTOMaTM3auus nrnaHNpoBaHUA MOLLHOCTEWN N TONOJSIONUN CETU

= OnTMmn3aumnsa NPonyckHON CrnocobHOCTM KaHanoB nepeaayn AaHHbIX AnA HaOeXHOCTU U
ONTUManbHOro COOTHOLLEHUS LeHa/ObicTpoaencTeBmne

Virtual i
Networlk Data <}:| i
- |

o ], Server
: b = o ] X
Production = CiscoWorks
Network - Cisco WAN
Manager

- Cisco NetFlow
FlowCollector

Design and Analysis

Automated Traffic Configuration - Cisco Network
Design & Flowe Analysis EnnncCEi ity
£t L - Center
Optimization Analysis

= Cisco Info Center
= 3 Party Tools

Comprehensive
resuits




Cisco NPS

AHanNu3 NOTOKOB AaHHbIX
= ABTOMaTU4YECKNIN

aHanus3 MHOXecTBa
cLieHapues
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cuTyaumn
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Cisco Network Planning Solution
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YnpaBrneHune 6e30nacHOCTbIO
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YnpaBrneHune 6e30nacHOCTbIO

Lenb:

npeAOTBpaTMTb nosABiieHne MHUNAeHToB, CBA3aHHbLIX C Ge30nacHoOCTLHO.

3ayem Heobxoaumo YnpasrieHue be3onacHocTbiO?
= Ob6ecneyeHne KoHdmnaeHumanbHOCTb — ABTOPU3aLmMm goctyna K nHdopmaumm
= ObecnevyeHne LUenocTtHocTn — 3awmTa NOAHOTLI U TOYHOYTU MHPOpMaL MK

= O6ecne4veHne AocTynHocTn — [pegocTaBneHne OCTyna aBTOPU30BaHHbIM
nonb3oBaTensM no TpeboBaHuIo

OencrBuUsn:

. nﬂaHI/IDOBaHVIe, BHeEOpPEeHNE N NOCTOAHHOE YIlydlleHne 6esonacHoctn UT

= BHeOpeHue npoueccoB, OPUEHTUPOBAHHBLIX HA BbIMNONTHEHWE 334341 NOOAEPKKM
©e3onacHocTn AT

= [1poaKkTuBHbLIE AENCTBUN MO obecneveHnto 6e30NacHOCTM BMECTO YCTpaHEHUS
npobnem No dakTy U3 BO3HUKHOBEHMS
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Cisco Secure Access Control Server (ACS)
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CiscoWorks Network Compliance Manager

(NCM)
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