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YTO0 Takoe LUeHa npocTtos ?

NoTeps nponsBoacTBa

NoTepa npounsBoacTBa

MoTeps npamon

« Kon-Bo nocTpaaaBLumx npuMbbLINK

COTPYAHWKOB * Bbinnarta KomneHcauumn
* ueHa - MoTeps Gyaywmx
BpeMsi NpPOCTOA npuobLINen
X * [oTeps NpUOLINBLHOCTHU
exxeyacHoe KONmM4yecTBoO N pOCTOﬂ WHBECTULIMK

HaKnagHbIX PacXxonoE

NMoTepsa nponsBoacTBa NoTepsa nponsBoacTBa

 Monksosareny NMoTepsa nponsBoacTBa * loTepu AeHeXHbIX
. MocTaBLMKM pPA np A 00OpoOTOB
 MapaHTUM noraweHus
. Bble CTPYKTYpPbl . y
PuHaHCOBbLIE CTPYKTYP BpemMeHHbIN nepcoHan KPeaUTHBLIX
* busHec napTHepbl - ApeHaa o6opyaoBaHuA . KpeauTHBbIi PERTUHT
* CotpyAHuku * CBepxypouHbie BbINNaThl . pPeakymsa cTOKOBOFO PhbIHKA

« 3aTpaTbl HA KOMaHOUPOBKMU



LleHa npocTOA ceTu B 4ac

Bbupxka 4.500.000
BbaHKku 2.600.000
Mep,u_1.150.ooo
ArEeKTPOHHasA I 113.000
KoMmmepuums
Po3Hun4HbIe [l 90.000
npoaaxwu -
TpaHcnopT § 89.500
0 1 2 3 4 5

LleHa/Mac B MJIH USD

UcTtouyHuk: Yankee Report: The Road to a Five-Nines Network, 2004




CopepxaHue

OcHoBbl HA:
MTBF, MTTR, BbluncneHHas n U3mepeHuss 4OCTYNHOCTHU

HageXXHoCTb Ha YpOBHEe CUCTEMDbI
SSO, NSF, NSR, Warm Reload/Upgrade, ISSU

HageXXHOCTb Ha YpOBHE ceTu
IP Event Dampening, BFD

Fast Convergence, Fast Rerouting

Ccbinku

NTtorm



OcHoBbl High

Availability




OnpeneneHvne AOCTYNHOCTHU

MTBF

JocTynHOCTb =
MTBF + MTTR

= Mean Time Between Failure (MTBF)

Kak yacto 6bIiBatoT cooun?
= Mean Time To Repair (MTTR)

Kak ponro nx yctpaHaTtb?

INCREASE MTBF

DECREASE MTTR




PacuyeT HageXxXHOCTHU
KOMMJIeKCHbIX CUCTEM

= MTBF -> Bbluncnsemoe 3HavyeHue

BbiuncneHo Cisco Ha 6a3e nHaycTtpuanbHbIX CTaH4apTOB

= MTTR -> Oxungaemoe 3HauyeHue

NpuHumaeTca Kak pasymHo oxunpaemoe (Reboot, exchange
chassis/LC)

ASeries = INIAK — Al X A2 X X AN

k=1

AParaIIeI =1- INI(1 B Ak) =1- (1 'Al) XX (1'AN)
K=1




PacuyeT HagexHocTtu yc-Ba: Cisco 7206

P/S

Chassis and
= I0S -IF1 —IF2 — CPU — Backplane - . @
PA-E3 _ | :
12060 ) b0S-0C3 NPE400 CISCOT206VXR | | 1> Cisco 7206
PWR-7200-AC

10s = —39.000 _ _ 4999997 cpu=—220.000 _qgg99992

30.000 + 0.1 490.000 + 4
_ _1.120.000  _ _ _460.000  _

IF1 = e s, =0.999996 BB = -2rts = 0.999983
_ __600.000 _ _750.000 _ _

IF2 = —2Eei i, 20.999993  PIS = 2t = 0.999995

System Availability = 0.999997 * ....*0.999983%(1-(1-0.999995)?)

= 0.999961 = 99.9961%

Calculated MTBF Values from Cisco Database




PacyeT HageXXHOCTU ceTu

Router R1,R2,R3, R4: 0.999961

R1 R2
e

He B35siTO B paccmoTpeHue !1!:

@ _Links (WAN, LAN)
ctynHocTb R1 1 R2 ycTtaHoBneHHbIX -Computer NICs
nocnepoBaTesibHO -Computer OS
= (0.99??61*0.999961) = 0.99992175 -Computer Applications

D,OCTyH HOCTb NapannesnibHoro y4yacTtka

=1 -:f1-0.999921)(1 - 0.999921)) = 0.999999994

eTeBas HaaeXHocTb = 99.9999%
PaccuntaHo TONbKO Ha OCHOBe AaHHbIX NO
HagexHoctu C7200 !!!



®Pokyc Cisco Ha HA: End-to-End

HageXXHoOCTb Ha ypoBHe CUCTEM

= yBenunyeHue MTBF
= ymeHbweHue MTTR

HageXXHoCTb Ha ypoBHe ceTu

= Fast rerouting B fsape rae npucyTCcTBYIOT pe3epBHbIe
MapLpyTbl

= [lobaBneHue HoBbIX h-un fast network convergence,
protection & restoration

BcTpoeHHOe ynpaBneHne n aBTomarmsauus
npoLeccoB MOHUTOPMUHrA

= embedded management
= intelligent event management

SP CPE &3 €2
Enterprise GW

Enterprise
Campus B
Core

Campus

e A R s \I/
Distributiopf! I .

Campus
Access -f -f -f -f




Habop nHctpymeHtoB Cisco HA

HageXXHoCTb Ha ypoOBHe ceTu
= Moppepxka NSF

IP Event Dampening

Bi-Directional Forwarding Detection (BFD)

Fast Convergence
BGP Convergence Optimalization
iSPF Optimalization (OSPF, IS-IS)
Multicast Subsecond Convergence

Fast Rerouting (IP and MPLS) Entgrliog:eEG =

HapgexHocTb Ha ypOBHe yCTpOMNCTBaA
= HapexHocTb control/data plane:

Enterprise :?3:
Campus «-:Ié

HSA, RPR, RPR+, Stateful NAT/IPSec/FW, Core
NSF /w SSO including MPLS Campusai
Control Plane Policing, GLBP, HSRP, Distributic%l

Warm Reload Campus

= MMpoueccos 3ameHbl MO : ISSU, Warm Upgrade Accessi/ i/
= HapgeXHOCTb NMUHKOB:

Line Card Redundancy with Y-Cable

Link Bundeling (Etherchannel/POS-Channel)

Embedded
Management &

Automation:

= CiscoWorks
MPLS OAM (ISC)
= EEM
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HapgeXXHOCTb Ha
CUCTEMHOM
YPOBHE:

Stateful
Switchover (SSO) i
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KoMmnoHeHTbI annapaTHOU HaOeXXHOCTHU

= HapexHafa annapaTHasa cocTaBnsloLwas
= PacnpeaerneHune Harpysku

= Active/standby pe3epBupoBaHue
(processor, power, fans, line-cards)

Active/standby onpegeneHune coos
MTBF kapt (100,000 hrs)

PaspgeneHue control u forwarding plane

Nopsyaa 3ameHa (OIR)

P/S

Backplane ‘
— PIS




BoccTtaHoBneHue cuctem ¢ Asyms RP

= Cold Redundancy (2001)
HSA High System Availability (identify failure)
RPR RP Redundancy (preload/boot standby RP)
= Warm Redundancy (2002)
RPR+ (no reset/reload of LCs)

= Hot Redundancy (2004)

GR /NSF / NSR w/ SSO Graceful Restart / Non-Stop
Forwarding/Routing with Stateful Switchover

» In-Service-Software-Upgrade: ISSU (2005)

Standby RP nonyyaeTt KOHTponb nocrne nporpamMmmMHOro unu annapartHoro c6os ocHosHoro RP

ACTIVE RP

o
14
>
o
o
<
<
[
2]

SSO nosBonsieT pesepBHOMYy RP cpa3y nony4yaTb COCTOSSHME U CTaTyC KOHTPOJSIbHbIX MPOTOKOSIOB

NSF BO3MOXHOCTb NpoAoskaTb Nepeaavy NakeToB A0 TeX NOp Noka He comaeTcA Tabnuua
MapLpyTMUsaumm, TpebyeTcs B3auMmogencTeme ¢ ApyrumMmn MapLipyTmsaTopamm

= NSR pab6oTaeT B pexxume SSO Ansi CUHXPOHM3ALMU POYTUHIOBOMN UH(pOpMaLIMK MeXAY aKTUBHbLIM U

pe3epBHbLIM NPOLIECCOPOM
GR (graceful restart) nepeyctaHaBnuBaeT poyTUHroByto nHpopmauuo 6e3 nepecTpoeHnsi B ceTu

Llenu : pobutbea 0% notepu nakeToB



NMoacucrtembl SSO

Non-HA-Aware Active RP Standby RP Non-HA-Aware
Application Application

IIII IIIIII
'_IIIII Interconnect ‘_IIIIII‘_
Used for

HA-Aware HA-Aware
Application IPC Message IPC and IPC Message Application
Driver/Media Queues Check- Queues Driver/Media
Layer pointing < I I I I I I < Layer

i
Il

IDB State Update Msg IDB State Update Msg

IDB

IDB

|
Line Card

RF (Redundancy Facility): MOHUTOPUHI U oT4eT 0 coctosiHun RP

CF (Checkpointing Facility): no3BonseT KnmeHTamMm-nNnpuUNoOXeHUAM nepecbisiatb anaenTbl ¢ AKTUBHOIO Ha
Pe3epBHbIM RP

IPC (Inter-Process Communication): ncnonbsyetcsa ansa nepegaym CF, RF n Config Sync coob6wieHun

Driver/Media layer: ko ana nogaepxku coctosaHus IDB
Config Sync: noaaepxka oaMHakoBbIX KOHuUrypaumm Ha o6onx RP



Apxutektypa SSO ana Stateful L2 = animated
npoTtokonoB (PPP, FR, HDLC ...)

Non-HA-Aware ACtive RP standby RP Non-HA-Aware
Application Active RP Application
mll morerect ||} N
Application IPC Message |pc and IPC Message SERIE S
Driver/Media Queues Queues Driver/Media
IDB State Update Msg IDB State Update Msg
IDB IDB

E ___________________________________________ ]
Line Card

C6ou Ha aTkuBHOM RP 4yepe3 RF coobweHUs nHMumannsmpyeT nepekrnovyeHume

L2 nHocbpmauusa nogaepxmBaeTcs B npouecce NnepeKkrnioyYeHUs UCnonb3ys cooodLeHuns

Line Cards nepeknto4arotca Ha HoBbin RP
= CocegHue ycTponcTtBa “He BMAAT’ cb6oeB Ha UHTepcencax nHTepencos



[MpoToKonbl n NpunoXxeHna nogaepxusarwme SSO

Line Protocols and Features Appﬁ)iir;etirons

« ATM * Access control lists
- APS

QoS policers

« Frame Relay *Traffic storm control « IP Multicast entries
- HDLC L2 pI'OtOCO| tunneling  FIB/CEF Table
. PPP *Flow control - Adjacency Table

- SRPLink negotiation =~ *LACP/PAGP
« VLANS, VTP, trunks, *‘MAC move notification

DTP ARP :
_ Line Card
« Spanning tree -Diagnostics Drivers
UDLD

*DAI, IPSG, Port Security

MAC-address Table
Routing Protocols

« SPAN/RSPAN o *Platform dependend
» 802.1x *Loaded with IOS image
* Port security Linecard status information

Onsa nosIHOro cnucka pekoMmeHAayeTcA
o3Hakomutbcsa B RN ana sepcuin MO n nnatcpopm



-
AKTnBaumsa 1 MOHUTOPUHr SSO

RouterA(config)# redundancy
RouterA(red-config)# mode ?

rpr Route Processor Redundancy
rpr-plus Route Processor Redundancy Plus
SSO Stateful Switchover (Hot Standby)

show redundancy [all | arbitration | clients | counters | history | negotiation |
switchover | standby-cpu | states | trace | trace all|

Cisco 12000 syntax options with 12.0(S)

router# show redundancy states
my state =13 -ACTIVE

peer state = 8 -STANDBY HOT
<snhip>

client count =13

Redundancy Mode = SSO



SSO Operation Example

Router# show redundancy client

clientlD = 0 clientSeq=0  RF_INTERNAL_MSG Active Supervisor
clientlD = 25 clientSeq = 130 CHKPT RF Database

clientlD = 27 clientSeq = 132 C12K RF COMMON Client
clientlD = 30 clientSeq = 135 Redundancy Mode RF
clientlD = 22 clientSeq = 140 Network RF Client
clientlD = 24 clientSeq = 150 CEF RRP RF Client
clientlD = 49 clientSeq = 225 HDLC

clientlD = 21 clientSeq = 320 PPP RF

clientlD = 34 clientSeq = 330 SNMP RF Client

<ship>

HDLC
PPP
SNMP
ARP

router# show redundancy switchover history

Index Prev Active Curr Active Swact Reason Swact Time

1 1 0 unsupported 8:03:52 UTC Thu Nov 29 2003
2 0 1 unsupported 08:07:00 UTC Thu Nov 29 2003



HapgeXXHOCTb Ha
CUCTEMHOM
YPOBHE:

|||||
|||||

Non-Stop
Forwarding (NSF) i



animated
Apxutektypa NSF ¢ HA-aware mapuwpyTtusauuemu

RIB Active RP AtthdbiR RP RIB

Intercon
nect

Used for
HA-Aware IPC and HA-Avyare
Routi Checkp Routing
] ointing

=
w

EF |57 EF
c > ‘ c

JoqgbiaN 0} Aouadelpy Buinnoy

Line Card

 Non-Stop Forwarding /'\

« Zero Packet Loss *)

JoqbBiaN 03 Aouaoelpy Buiznoy

*) depending on router/switch high availability infrastructure architecture



TpedboBaHua u pacwmpeHna ansa NSF-
aware poyTUHroBbIX MPOTOKONOB

TpeboBaHuUA:

= MlepekntoyeHue AOJIXKHO 6bITL 3aKOHYeHO Ao cpabaTbiBaHuA dead/hold
Taumepos

UHaye OyaeT nepemaplipyTusaums
= FIB OJOJI)KEH ObITb HEM3MEHHbIM B npouecce nepekntyYeHus

Tekywme MapLIpyTbl MapKMPYHOTCA Kak “stale”B npouecce nepekno4veHUs
“Cleaned” nocne nepekn4veHus

Routing loop nnu black hole moryT nosaBuTcs, ecnu B Te4eHUn
nepexkro4YeHUs U3MeHUrNacb TONONOruA ceTn

PacwupeHue:

= CocegHMe MapLipyTU3aTopbl A0MKHbI 3HaTb 4To NSF mapLwipyTusaTtop moxert
npogonkaTb Nnocbinatb naketbl— NSF aware

= PacwupeHus K ISIS, OSPF, EIGRP, BGP and LDP co3pgaHbl ansa
npepoTBpaweHusn route flapping



YctaHoBKa coeanHeHusa NSF-aware
NPOTOKOJSIOB MapLupyTu3sauum

NSF/SSO Capable Router NSF Aware Peer

) *CoxpaHsto forwarding stat.e
-Cuuntalo cocepna

paboTarowmum
*He paccbinar coobuweHnm o
npobnemax gpyrum cocegsam

RP1] " RP2

51 mory nepepaBaTb
nakeTbl B npouecce

nepeknoYeHus

Agreement

|

‘ Restart Notification and

Acknowledgement OK, A nonan v 6yny

npuaepXmBaTbCcs
AoroBopeHHocTewn !

51 nepecTtapToBarn.

/4/ Knowledge Transfer

S1 6yay ucnonb3osatb |-
Updates

Bot moum gaHHbIe

4 4

TBOM AaHHble Ans -
NOCTPOeHnsa cBoux b6as |:




NSF pacwupenunsa gpna IGP npoTtokonos
BknoyeHue NSF ans IGP:

router eigrp / ospf/ isis
nsf
<protocol specific timer/interval configuration>

CtanpapTbl n gpadThbl:

= MexaHu3m ans obecne4vyeHnsa 6ecnepebonHOMN nepenayn NakeTos B
npouecce nepeKknroYeHns nosIHOCTbLIO He cCTaHAapTU3NpPoOBaH !

=Cisco nogaepxuBaet aBa tmna ana OSPF: Cisco’s OSFP NSF n IETF
Graceful OSPF Restart

=Cisco’s NSF peanusauus ISIS (ietf option) B cooTBeTcTBUM ¢ RFC 3847
Restart Signaling

NMNogpo6bHocTn B NSF Deployment Guide:
http://www.cisco.com/en/US/tech/tk869/tk769/technologi
es white paper0900aecd801dcb5e2.shtml



http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper0900aecd801dc5e2.shtml
http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper0900aecd801dc5e2.shtml

BGP Graceful Restart

= |[ETF: draft-ietf-idr-restart-13.txt
submitted to IESG as proposed standard (expires 1/2007)

= ObecneuuBaet graceful recovery mexaHusm gns
pectapta BGP npouecca

= Peanu3auusa B Cisco IOS/XR:
12.0S, 12.2T, 12.2S, XR 2.0

= TpebyroT GR-aware cocegHue mMapLupyTU3aTOpPbI

= GR nopaepxuBarorca B 7300, 7500, 7600, 12000,
10000, CRS-1



Graceful Restart BGP

BGP GR-
Capable Router .@'

lNepekntoyeHune
NMocnatb
yBeAOMJIeHue o
pecTtapTe
Ceccus
yCTaHOBJIeHa

BbinonHeHue Best
Path Selection koraa
EoR nony4yeH

OPEN w/ Graceful
Restart Capability 64

OPEN w/ Restart Bit Set

OPEN w/ Capability 64

* aorrmee
— N —
— T
— I
— ey

Send BGP Hello

Send Initial Updates,
End of RIB (EoR)

Send Updates+ EoR

&

CONVERGED!

BGP GR-Aware Peer

NMoaTBepxpaeHue
nosiyuYeHus,
MapLIpyThbl
OTMeuYaloTCs KakK
Stale, 3anyck
pectapT Taumepa

OcTaHoBKa pecTapT
Tanmepa, 3anyck
Stale-path Tanmepa
OcTaHoBKa Stale-
path Tanmepa,
oOHOBNeHne
npeguKcos,
KOTOopble B
coctosiHum Stale



KomaHaa BGP Graceful Restart

= Restart timers: makc Bpemsi Ha
BoccTtaHoBneHue BGP ceccuu

router bgp 100 (def. 120s, adv. to peer)
bgp graceful-restart = Stalepath timers: kak gonro
- MOXHO MCcnoJNb30BatTb Mmaplu TB
bgp graceful-restart restart-time 120 cocTosiHmm Stall (def. 3605'0, u@éd
bgp graceful-restart stalepath-time 360 internally)

= BGP hold time: 180 seconds (3 x
60 sec keep-alive)

show ip bgp neigbor
BGP neighbor is 10.10.104.1, remote AS 100, internal link
BGP version 4, remote router ID 10.10.104.1
BGP state = Established, up for 00:00:10
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(new)
Address family IPv4 Unicast: advertised and received
Graceful Restart Capabilty: advertised and received

Remote Restart timer is 140 seconds x

Address families preserved by peer: Indicates Neighb
IPv4 Unicast N o "e1gnbor
Is NSF Aware




Isonwouua HA RP

. . Cisco Cisco
Link Route C1S€07500  Cisco 12000 444, 6500/7600
Technology/Router Fla Fla Series Series Series Series
P P Router Router
Router Routers
Single Route 8:00 2:32 2:45
Processor Reboot Minutes Minutes Minutes
Cold Redundancy 2:06 1:20 0:26 : .
(Cisco RPR) Minutes Minutes Seconds | >:00 Minutes
Warm Redundancy YES 0:30 0:08 0:14 0:15-0:30
(Cisco RPR+) Seconds Seconds Seconds Seconds

Hot Redundancy

Cisco NSF with SSO ~0- ~0- .
NO 0:06 0 Seconds 0:01.63 < 0:05

(Available Since Cisco Seconds Seconds Seconds

10S Software Release
12.0(22)S)



MPLS and IP NSF/SSO-Coexistence

= |P HA yckopsieT BocctaHoBneHue MPLS
No waiting for the route processor

No loss of Layer 2 connectivity, so it does not
need to be re-established

MPLS with IP SSO begin rebuilding more
quickly after switchover to the standby RP

= SSO coexistence feature allows the mix of MPLS HA
SSO and non-SSO features at the same LDP
time MP-BGP

= During the IP NSF switchover, MPLS RSVP
forwarding entries are removed from the IP HA

linecards and MPLS forwarding is stopped

= Need to enhance the Key Protocols
used in MPLS Control Plane to

minimize the disruption in MPLS
forwarding plane High Availability NSF/SSO




KoMnoHeHTb! U Knw4eBble anemeHTbl MPLS HA

= MPLS HA—LDP NSF/SSO

1. K.SE'T”"" nepegaym local label bindings Ha pe3epBHbIU

lpe: Ha ycTpoKcTBe ¢ ABYMSA npoueccopamMu
2. LDP graceful restart
Fne: PE, RR n P poyTtepbl

= MPLS HA—BGP VPNv4 NSF/SSO

NMoapobHoOCTM:
http://lwww.cisco.com/univercd/cc/td/doc/product/softwar
elios122s/122snwitlrelease/122s25/fshaov.htm



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s25/fshaov.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s25/fshaov.htm

KoHdourypupoBaHue

MPLS VPN HA

redundancy

mode sso
!

mpls Idp graceful-restart
mpls ip
mpls label protocol Idp
mpls Idp router-id LoopbackO force
mpls Idp advertise-tags
!
router ospf 10
nsf

show ip bgp labels

show ip bgp vpnv4 all labels
debug ip bgp vpnv4 checkpoint
debug ip bgp vpnv4 nsf

show mpls Idp checkpoint

network 8.8.8.8 0.0.0.0 area 0
!

router bgp 1
bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 360
bgp graceful-restart




HapgeXXHOCTb Ha
CUCTEMHOM
YPOBHE:

Non-Stop Routing
(NSR) i
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Non-Stop Routing (NSR)

= NSR u NSF 3to He oaHO u TOXe

= NSR BKpaTue

—lepeanavya Tpahuka n coxpaHeHue
POYTUHI B npouecce nepeknoyYeHuns
npoueccopoB Kak dNS

—He TpebyeT npoTOoKONbHbIX
pacwmnpeHumn

—He TpebyeT B3anmoaencTBus c
coceQHUMM MapLIpyTU3aTopamMmm

= |OS Support for NSR:
—ISIS NSR (stateful NSF!, Cisco Version)

—BGP NSRéHa‘IMHaH c 12.2(28)SB for ——
Cisco 10000 PRE2) C‘c’mﬁ"’u;';g No Link Flap

—LDP NSR (10S-XR B 2007)
BGP Adjacency
Maintained

to CEs




NSR - koHdurypauusn PE

Configuration:
neighbor x.x.x.x ha-mode sso

Example:

router bgp 1

bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 360
bgp graceful-restart

neighbor 10.1.1.1 remote-as 1

!

<snip>

!

address-family ipv4 vrf Customer1
neighbor 10.3.3.3 remote-as 3
neighbor 10.3.3.3 ha-mode sso
neighbor 10.3.3.3 activate
neighbor 10.3.3.3 as-override

exit-address-family
!

CE(7600) . 2a00)
(=X

&3 CE (7200)

MPLS-VPN
Network

CE (Vendor X)

—
&

CE (C7500)
CE (7200)
AS 3

10.1.1.1  RR—Route Reflector
10.2.2.2 PE—Provider Edge
10.3.3.3 CE—Customer Edge



NSR - koHdwurypauusn CE

router bgp 3

neighbor 10.2.2.2 remote-as 1

: CE(7600) (. (3500)

. CE (7200)

MPLS-VPN
Network

AS 1 N

CE (Vendor X)

NOTE: Hukakon nopaepKku

pacwmnpeHun Ha ctopoHe CE He Hapo
]
' CE (C7500)

CE (7200)
AS 3

10.1.1.1  RR—Route Reflector
10.2.2.2 PE—Provider Edge
10.3.3.3 CE—Customer Edge



I
NMpoBepka noapepxkn BGP ana NSR ¢ SSO

Router# show ip bgp vpnv4 all sso summary

NMoka3biBaeT
kKonunyectBo BGP

stateful switchover support enabled for 40 neighbors | Henbopos ¢

nopgaepxkon SSO

Router# show ip bgp vpnv4 all neighbors 10.3.3.3

BGP neighbor is 10.3.3.3, vrf vrf1, remote AS 3,
external link

<snip>

Stateful switchover support enabled

<ship>

SSO Last Disable Reason: Application Disable (Active)

Oetann - BGP NSR Feature Guide:

nokasbiBaeT
nHdopmauuto BGP o
VPN
NOATBEPXAAILLYI0 YTO
SSO akTnBmnpoaH nnu
HeT


http://www.cisco.com/en/US/products/ps6566/products_feature_guide09186a008067a607.html
http://www.cisco.com/en/US/products/ps6566/products_feature_guide09186a008067a607.html

Troubleshooting BGP NSR ¢ SSO

debug ip bgp sso {events | transactions} [detail]

Moka3sbiBaeTr BGP-related SSO events

lNMoka3biBaeT oTnagoyHyo nHpopmaumsa o Bzaumogencteum VFP mexay
aKTUBHbIM M pe3epBHbIM NMPOLECCOPOM

Ucnonb3yetca ana MoHUTopuHra n TpadbnwypuHra BGP B npouecce
nepexsnYveHusa npoueccoponB unum ISSU

debug ip tcp ha {events | transactions} [detail]

MNoka3biBaeT TCP HA coObiTna nnu otnagoyHyro nHgopmauumro o
B3aumogencteum TCP cteka mexay akTUBHbIM U pe3epBHbIM RP

show tcp ha connections

MNMoka3sbiBaeT petanu TCP coepgunHeHun koTtopble nopgaepxusatoT BGP NSR ¢ SSO



HapgeXXHOCTb Ha
CUCTEMHOM
YPOBHE:

Warm Reload /
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Cisco IOS Warm Reload

3arpy304HbIin npouecc Warm Reload
Ao Warm Reload Process

Load &
Decompress

Load &
Decompress

3HaYnTeNbHO YMEeHbLUaeTCHA BpeMs 3arpy3ku ->yMeHbLUeHune
MTTR pgnsa c6oeB O

D,OCTyﬂHO n anda ogHonpouecCopHbIX CUCTEM

Cold Boot




HNetanun Warm Reload

= 3apaHee 3arpyXeHHbIN U AeKOMNPeCCUPOBaHHbIU UMUIXK

= HyXHa gononHuTenbHas NnaMmAaATb ANA XpaHeHus
KOMMNpPeCcCUpoBaHHbIX NepeMeHHbIX ANa MHUUManmsaumm —
npumepHo 1-2 MB

= NMone3Ho B cniy4yae c6oeB NO:
Kputnyeckum coon cucrtembl
HeobGxoaumocTb nepe3arpy3ku A BOCCTaHOBMEHUA pabdboThbl

= AnnapaTtHbIn COON MOXET NPUBECTU K XONOAHOMN
nepesarpyske

= Ecnu mapupyTtusartop neperpysurncsi B Te4eHUN 5 MUHYT C
TOM Xe NPUYNHON, TO OyaeT XxonoaHas neperpyska

Router(config)# warm-reboot <count> <uptime>

count — makcumanbHoOe KonmyecTtBO warm nepe3sarpy3ok (default 5, value 1-
50)

uptime — MUHMMaNbLHO BpPeMsi MeXay UHMLUuanusauuen cucteMbl n cooem

nepen TeM Kak OyaeT npeanpuHATa nonbIiTKa warm nepe3arpy3ku (default
value is 5 minutes)



e
YnydweHune nokKkasartenen AOCTYNMHOCTMU

cuctem Cc oaHUM npoueccopom

- NPE-G1 Setup W Cold Reboot [l Warm Reload
OO6ObI4yHas neperpy3ka: 3:43 230 223
MUHYTbI
200
Warm reload: 0:32 MUHYTbI
YnydweHue - 86% 150
124
* NPE-400 Setup 100
OO6ObI4yHasA neperpy3ka: 2:04
MUHYTbI 50
Warm reload: 0:21 minutes 21
0

7206 NPE-G1 7204 NPE-400

http://www.cisco.com/en/US/tech/tk869/tk769/technologies white paper0900aecd801778e8.shtm



http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper0900aecd801778e8.shtm

YnydweHue npouecca anrpenga c
ncnonb3osaHmem Warm reload

NMocTpoeH Ha 6a3e Warm Reload

YMeHbLeHHOe BpeMs AJ1A Npoueccos
anrpeuga-gayHrpeuaa

Mo3BonseT MmaplupyTM3aTopy 3arpy3vTb u Warm Upgrade process

AekomnpeccupoBatb MO n 3atem
nepepartb ynpaBsneHue, B TO BpeMs Kak —

oyaeT npoaomkarbcs nepegada rpadpumka
Warm

Execute Upgrade ( Cold Boot

Ecnu anrpena HeyaayeH, TO TeKyLias
Bepcusa IOS 6ypet paboTtatb ganee

Router# reload warm file disk2:¢c7200-js-mz.122-18.S3
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Warm Upgrade ymeHblLaeT BpeMs OTCYTCTBUSA
cepBuca

Router Under Test
7206 - NPE-400

= MeHwee BpemMs NnoTepb NaketToB Simulate 500 OSPF Routes

[ 5 Remote Networks, 100 Routes Each ]

= Bpemsi HeAOCTYNHOCTU
YMEHbLUEHO KaK MUHUMYM Ha 27

CeKyHA,

= 68 % BpemMeHU MeHbLlue .’? e ~
OTCYyTCTBME cepBUca | ‘ | ‘

Without Warm Upagrade With Warm Upgrade

Reload Start 0:0( 0:0(
Packet Loss Seen C 0:00 )

Reload Complete :9( :0(

OSPF Adjacency Restored - 2( -3
Traffic Flow Restored to ( 3:35 J (_1:35 )

All 500 Destinations




HapeXxHocTb Ha
CUCTEMHOM
YpPOBHe:

In-Service

Software Upgrade

(ISSU) gt



animated

LLlarn Cisco 10S Full Image ISSU

L] =RrPisActive [OEDI = Old Cisco IOS
: =RP Is Standby [NEW = New Cisco I0S

1. MopgrotoBka K ISSU:

2. 3arpy3ka
pe3epBHoro RP

5. 3aBepLueHune
npouecca

3.
MNMepekntoyeHune
RP v 3anyck

HOBOW Bepcumn

4. OcTaHOBKa
Autorollback

9cceptversio®™




KomaHab! ISSU gna Full Software Upgrade

= issu loadversion Optional
r1# issu loadversion b stby-disk0:c10k2-p11-mz.2.20040830 force

issu runversion
r1# issu runversion b stby-disk0:c10k2-p11-mz.2.20040830

iIssu acceptversion
r1# issu acceptversion b disk0:c10k2-p11-mz.2.20040830

issu commitversion
r1# issu commitversion a stby-disk0:c10k2-p11-mz.2.20040830

issu abortversion

Parameter




Show ISSU State Detail

After “issu runversion”
router#sh 1ssu state det

Slot = B .
RP State = Active Slot B Is Active
ISSU State = Run Version

=l Lo\ ETWN [T (T N Boot Variable = disk0:c10k2-pll-mz.2.20040830,12;
disk0:c10k2-pl1-mz.1.20040830,1;
SSO
disk0:c10k2-pll-mz.2.20040830

diskO:cl0k2-pl1l1-mz.1.20040830

Operating Mode
Primary Version

WAV ESTe)al Secondary Version

6 Current Version diskO:cl0k2-pl1l1-mz.2.20040830
Slot A
RP State = Standby
ISSU State Run Version

Boot Variable
Operating Mode
. Primary Version
O] ATLTEJ[1)W Secondary Version

ks Current Version

diskO:cl1l0k2-p11-mz.1.20040830,1;
SSO
disk0:c10k2-pll-mz.2.20040830
diskO:cl0k2-pl1-mz.1.20040830
diskO:cl0k2-pl11-mz.1.20040830

router# show i1ssu rollback-timer
Rollback Process State = In progress
Configured Rollback Time = 45:00
Automatic Rollback Time = 29:03



CeTeBas

AOCTYMHOCTb




CeTeBOM YPOBEHb HAAEXHOCTU

IP Event Dampening
Bi-Directional Forwarding Detection
Fast Convergence
iSPF Optimization (OSPF, 1S-IS)
BGP Optimization
FC and NSF/SSO Coexistence

GR Shutdown Enterprise G ‘s
Fast ReRoute (FRR) .
MPLS FRR Egtaer:'%rlljsse#
Core
IP FRR
C = e \__
.................. Distari‘irll)?jl:is()

Campus
Access -f -f -f -f

©,2004 Cisco.Systems,.Inc. All rights reserved.
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CeTeBas

AOCTYNHOCTb

IP EVENT 3
DAMPENING



OcHoBbl IP Event Dampening

= |P Event Dampening riorn4yecku usonupyeTt HecTabusibHble JINHKU:
yMeHblUeHMe NnoTepb NaketoB M Harpy3ku Ha CPU
YMeHblUueHne NoBTopArLWmuxca cboeB B ceTn

V|3OJ1$IL|VIFI HecTabunbHbIX 3JIeMEeHTOB CeTH
= Obwasn koHuenuua ¢ BGP route-flap dampening
= CrnexeHue 3a HecTabunbHbIM MHTepdencom n nodbasneHne penalty

= [lepeBoa nHTepdenca B coctosiHme “down” ¢ TOYKU 3peHus
NPOTOKOSIOB MapLupyTU3aumm npu npeBbllLeHNN KPUTUYECKOro
3Ha4yeHus penalty

* Acnonb3oBaHUe 3KCNOHEeHUManbLHOro anropMtmMma Ansi yMeHblUeHUsA
penalty n nepesoaa uHrepdenca B coctosiHme “up”

Actual Interface State

o
>

Accumu—[a—t—e—d—Pe—h—alty..i ......... .: ......... -{:...?.........é .............. Maximum Penalty
......... ri""""""P.J""""":""""'f"""""SUppreSS Threshold
................. fressssnnadennnnnnnnnnnnnnbnnnnnnns " Reuse

Perceived Interface State : : : Threshold
by Rou|f'm Protocols : : :

v



animated

NMpumeHeHue IP Event Dampening
Prman Link.

IP Event
“\ampenin

==
=<0 Remote
HA/SE ? /‘E’ Office/Ent
% ackurg I:in
rimary Lin

IP Event Dampening ckpbiBaeT Link-Flapping addeTbl OT NpOoTOKNOB pOyTUHIra
Physical U
State of P
Primary
Link
Logical

State of Up

Primary | |
Link Down:-—t...... ! I

R3 Path - ﬂ o
to HQ/ISP Pﬂ - HE

B Duration of Packet Loss




KoHdourypupoaHue IP Event Dampening

interface Serial 0
dampening [half-life reuse] [suppress max-suppress [[restart-penalty]]

= Penalty: numeric value applied to the interface each time it flaps

= Half-life: time that must elapse without a flap to reduce penalty by half
= Reuse: <penalty limit interface is reintroduced to routing

= Suppress: >penalty limit interface is suppressed from routing

= Max-Suppress: Maximum time an interface can be suppressed

= Restart-Penalty: initial penalty applied to interface when system boots
= Defaults: dampening 15 1000 2000 60 0

= Supports all IP routing protocols
Static routing, RIP, EIGRP, OSPF, IS-IS, BGP
Subinterface Restriction: Applies to all subinterfaces on physical interfaces
Virtual Templates not supported

= Available in 12.0(22)S, 12.2(13)T, 12.2(14)S, 12.2(18)SXD

= Platforms: 1700, 1800, 2600, 2800, 3600, 3700, 3800, 7200, 7300, 7500,
7600, 10000, 12000 and Catalyst Platforms

= Check Feature Navigator for more details.



CeTeBas
AOCTYMHOCTb

Bi-Directional
Forwarding
Detection (BFD)




-
[MpoOnembl cxooumMocCTH

Npouecc cxoaMMocTu

- OnpegeneHue coos, NMpuHaTUe peweHus, BocctaHoBneHne

OnpepneneHue co6os Habonee npobneMaTU4Ho:

« Pasnuuarowmecsa metoabl onpeaeneHus notepu cocegHero
poyTepa C TOUKU 3peHNst POYyTUHIroOBOIro npoTokona

 MeoneHHble TaumMepbl NO YMOTYAHUIO

 OnpepeneHue c6oA Ha layer2 3aBucuUT OT cpeabl U TUNA
uHTepcenca

TpebyeTcAa eAUHbIN CTaHAAPTHLIU MeTOA4 ONA onpeneneHns
cb0s NMHKa, yCTPOUCTBA U NPOTOKONa



BFD — Bidirectional Forwarding

Detection
IETF Working Group for BFD since 2004

6 drafts: Generic, Base, Multihop, MPLS, MIB, v4v6-1hop

3apgaum:

BbicTpoe onpeneneHne c6oeB B 060UX HarnpaBrieHUAX
Mexay nHtepdencamm n NpoToKosamMmum

HezaBucmmmocCTb
“Nerkoctb” ana CPU

PasnunyHble pexumbl

ACVHXPOHHbLIU: nepuoanYeckasa nepegayvya KOHTPONbHbIX
BFD nakeTtoB

Mo 3anpocy: nocne yctaHoBku BFD ceccum
KOHTPOJIbHbIE€ MaKeTbl NOCbLINAOTCA NO 3anpocy.
Ucnonb3yeTtca ¢ 6ornee NpocTbIMU MapLUpyTU3aTopamMum

Ix0 hbyHKLMSA: BO3BPAT IXO NakeTa yepe3 NyTb
NPoOxXoXaeHus nakeTta (annapaTHas peanusauus)

BFD
session
UDP 3784
3-way handshake

>

<
Asynch/Demand
control packets
flow in each
direction

—
[

—
Echo Packets
looped by
remote system
(dest. port 3785)



http://www.ietf.org/html.charters/bfd-charter.html

BFD n OSPF

OSPF neighbors
BFD neighbors

&3 &3

172.18.0.1 172.16.10.0 172.17.0.1

Configuration Router A:
!
interface fastethernet 0/1
ip address 172.16.10.1 255.255.255.0
bfd interval 50 min_rx 50 multiplier 3
!
router ospf 123
bfd interface fastethernet 0/1

RouterA# show bfd neighbors details

OurAddr NeighAddr LD/RD RH Holdown(mult) State Int
172.16.10.1 172.16.10.2 1/2 1 532 (3) Up Fa0/1
Registered protocols: OSPF

Uptime: 02:18:49

OSPF Hellos no npexHemy HyXHbI ana control plane npoBepku, obHapyXeHus u

T.A.

OSPF npouecc permcrpupyeTt cocegHue MmapLipytmsaTopbl U uHTepdencax c

BFD

BFD otcnexuBaeT paboTty cuctembl nepeaayuun tpacgpuka (forwarding plane)
BbicTpo nssewaetr OSPF o nageHuu BFD ceccumn




BFD: lNoapnepxka, macwutabnpoBaHue u
Npon3BOAUTENILHOCTb

IOS/XR:
10S: 12.0(31)S, 12.2(18)SXE, 12.4(4)T
I0S-XR: 3.2
CPU nnatdopmbi:
+2% CPU @ 100 BFD session
Distributed platforms: Cisco 12000

HeT Harpy3ku Ha CPU

+2% LC-CPU @ 100 session/LC
co 150ms 3apepxKkon

Cisco 12000 BFD Architecture

NMopaepxka NPOTOKOSOB:
ISIS, OSPF, EIGRP, BGP-SingleHop

v/ \
BFD Session BFD Session
Table Table
(BGP-Multihop, LDP, IPv6) I I

B3anmogencreue c gpyrumm

cpeAcTBaMu === BFD Hello

IP Event Dampening _r EEB gszz'tm Info




CeTeBasi 4OCTYMNHOCTDb

FAST CONVERGENCE
and
FAST REROUTING




ga.qatm

T1 <onvergence | 1o

Fast Convergence At —

Default metric =1

20
R

Src Dst

Link L

= Bpemsa notepn KOHHeKTMBUTU: T2 — T1, Ha3bIBaeTcAa “cxoaMMocTb”’
= KakoBbl OOJTKHbI ObITb 3Ha4Y€eHUA CXOOUMOCTU?:
— Sub-Second: TpeboBaHua ana 0ONbLLWKUHCTBA ceTen

— Sub-200ms: oTAaenbHbIe NpUNoXeHnn c TpebosaHnem LoC
<= 200ms

— Sub-50ms: busHec TpeboBaHNA HEKOTOPLIX NPUSTOXKEHUN



Fast Convergence B uenom

= NSF /w SSO: coxpaHsaeT nepegady Tpaduka

PoyTMHrOBaﬂ m-lcbopmau,vm BOCCTaHaBJINBaeTCHA He3aBUCUMO

= Fast Convergence: ObICTPO nNepemMapLipyTmsvpyeTt Tpaduk Ha
pe3epBHbLIe NYTH

Ckopeunwinn nytb obHapyxeHusa cb6osit uHTepcgenca: curHanmsauusa POS
IS-IS < 10 msec

Bonee 6bicTpoe nsBeweHue o cboe B ceTu: opt. flooding

YcKopeHHbIN pacyeT HoBou Tononorum: iSPF

UcknioyeHne HecTtabunbHocTUu: exponential backoff timers
= CueHapuu cbos:

GR/NSF nokpbiBaeT TONbLKO npobnemsbl pe3epBHoro RP

FC nokpbiBaeT Bce cOoM — y3na, JIMHKa u T.4.



MoryT nu NSF un IGP Fast Hello paboTaTtb BmecTe?

= NSF/SSO n FC nmeroT NnpoTUBONOSIOXHbIE 3a4a4n:

NSF: obecneuntb nepepavy Tpacduka yepes aBapUnHbIN
MapLipyTusaTtop

FC: 6bicTpoe nepekntoyeHue B o06xon c60nMHOro yana
= CueHapuu peanusauum MOryT ObITb Pas3fINYHbLIMMU:

NSF: SP edge

FC: IGP FC ¢okycupoBaHo Ha Core

= NSF/SSO npoTtecTtupoBaHHble ¢ pa3nuyHbiMu IGP Tanmepamum
CteHp ¢ 3 mapwpyTtusatopamu: Cisco 12000, 10000, 12000/ 12.0(22)S
ISIS ¢ 5000 mapwpyTtamu: hello: 1 sec (multiplier: 3)
OSPF ¢ 5000 mapwpyTtamu: hello: 2 sec (dead: 8 sec)
NSF/SSO npoagonxaeTt pabotaTb HOPManbHO C TAKUMU TaumMepamm
MepBbint hello nocbinaeTca ~2 sec nocne nepeknYeHUs

Bornee KoHcCepBaTUBHbIE HACTPOUKMN TPeOyoT >4sec

Hetanu:

Traffic flow with

= Fast Converg.


http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper09186a00801dce40.shtml
http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper09186a00801dce40.shtml

Tekywum ctaTtyc IGP FC

Link/node down event :
Failure Detection (POS today, BFD emerging) < ~ 20ms

Origination <~ 10ms
Queueing, Serialization, Propagation < 30ms

PacnpocTtpaHeHue UaMeHeHnu B ceTu
Flooding <5 *2ms = 10ms

Nepepacuyet SPF
SPF < n *40us
lNepe3anucb mapuwpyTtoB B FIB
FIB update: p * 100us
FIB Distribution Delay: 50ms
~100ms + p * 0.1 ms

500 HanBaxxHeunwunx npedukcon: ~ 150ms

Sub-50ms impossible today -> need Fast Reroute



MPLS Fast Re-Route (FRR)

KnouyeBble 3anNeMeHTbI:
* [peaBapuTenbLHO pacCYMTaHHbIN NYTb
= JlokanbHoe gencrteue ( onNu n3beraHna peakuum rno Bce ceTwn)

= TyHHenupoBaHue (anu nsberaHus peakumm no Bce ceTh)

N MPLS FRR:

IP/MPLS | = fast recovery ans node/link c6oes

= MacwTtabupoBemoe pelueHune

= Bbonee acpcpekTUBHO B nnaHe
CTOMMOCTM 4YeM 3almuTa Ha yYpoBHe
ONTUKN

= BO3MOXHOCTb 3aliMUTbI MO nosioce
nponycKaHus

——— Primary TE LSP

= Backup TE LSP



Ccbinku




CCO: http://www.cisco.com/qgo/availability
= High Availability White Papers
http://www.cisco.com/en/US/partner/tech/tk869/tk769/tech white papers list.html

wsco Non-stop Forwarding with Stateful Switchover Deployment Guide:

htltp://www.cisco.comlenlUSItech/tk869/tk769/technoloqies white paper0900aecd801dc5e2.sht
mi

= MPLS High Availability:

http:r/‘/twww.cisco.comlu nivercd/cc/td/doc/product/softwarel/ios122s/122snwft/release/122s25/fsh
aov.htm

= [P Event Dampening:

ggtio:/7/v¥l\{vwl.cisco.com/enluSlproducts/sw/iosswrellps1829/products feature quide09186a00806
c/.htm

= Bidirectional Forwarding Detection:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122sx/1221
gsxel/ts bfd.htm

= In Service Software Upgrade (ISSU)

http://www.cisco.com/en/US/products/ps7149/products ios protocol group home.html|



http://www.cisco.com/go/availability
http://www.cisco.com/en/US/partner/tech/tk869/tk769/tech_white_papers_list.html
http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper0900aecd801dc5e2.shtml
http://www.cisco.com/en/US/tech/tk869/tk769/technologies_white_paper0900aecd801dc5e2.shtml
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s25/fshaov.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s25/fshaov.htm
http://www.cisco.com/en/US/products/sw/iosswrel/ps1829/products_feature_guide09186a00806994c7.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1829/products_feature_guide09186a00806994c7.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122sx/12218sxe/fs_bfd.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122sx/12218sxe/fs_bfd.htm
http://www.cisco.com/en/US/products/ps7149/products_ios_protocol_group_home.html

High Availability Network Fundamentals

By Chris Oggerino (2001)
ISBN: 1587130173 Fundamentals

o=

Network Recovery
By Vasseur, Picavet, Demeester (2004)
ISBN:012715051X

Fault-Tolerant IP and MPL W
by Iftekhar Hussain (200
ISBN: 1587051265

MPLS VPN Security
by M. Behringer/M. Morrow (2005)

ISBN: 1587051834

Definitive MPLS Network Designs
by J.Guichard, F. LeFaucheur, J.-P. Vasseur (2005)
ISBN: 1587051869

Optimal Routing Design
by Russ White, Alvaro Retana, Don Slice (2005)
ISBN: 1587051877

MPLS and Next-Generation Netwerksi E/Jundations
for NGN and Enterprise Virtualiz

By A. Sayeed, M. Morrow (2006)
ISBN-10: 1-58720-120-8
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