Al
c15¢o

.: I:I
— ‘: . . “
p i :.'












0" (

%



v

A 4










External Threat
Information

Policy
Asset inventory

VM —® Security configuration
policy

IAM —» Access policy

Maintain

Configuration
management

Contain
Disconnect
Limit access
Drop traffic

IAM = identity and access management
VM = vulnerability management

Source: Gartner Research (December 2004)

Baseline
Scans
IAM
Agents A
Access Control
Block
Quarantine

Limited access

NAC
Process

Mitigate

Change configuration
Install patches

Update antivirus software
Repair

Monitor
Node state change
Anomaly detection
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Clean Access Agent
by Cisco Systems
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Clean Access Agent .,
.
Fleage enter your User harme &nd password; ]
u
Lesr Hume : ”
| Hsen ““
L)
Passeurd : --‘-l
I | --‘-..--l *-----llll
s
I Demeambes e ““

*
Pleaze select your suthentication provider:.  »

L |}
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2 Cisco Clean Access Agent < Cisco Clean Access Agent

Clean Acce Aeni Clean Acce

Please download and install the required software
& You have temporary access ! before accessing the network.

Required Software (0:03:10 left)
Your system does not meet the requirements enforced by the network ) )
administrator. You may only have limited access to the network until your Nﬂ!ﬂe . Anti-Spyware (Optional) Software
system meets all the requirements. Version :

Location : hitp:'www lavasoft. com/support'download/

There is approximately 0:03:59 left before your temporary access expires. Description : Our security pelicy recommends that you downlead an
anti-spyware program. Click Go To Link to download a free

Please click on "Continue” and follow the instructions to satisfy network Anti-Spyware program of click Next to Skip.

acCess requirements.
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G{}Dglﬁ' . || | B Recherche b~ g3 Vulnerability Scan Report of iyao's WMachine =
M
Cisco SYSTEMS —— Description Instruction]Link
IMNFO m('z;':;::q;) 5 A CIFS serveris running on this port
nethios-ssn : . .
Cisco Clean Access Authentication IO (asspiep) A SME serverts running on s por
The following 3 MetBI2S names have
been gathered : IYAQDSFOO3
seriars |—i | . & IYAOSFOD3 = This is the computer

name FERFIGO = Warkgroup / Damain
nethios-ns  AMe The remote hast has the following

IMNFO MAC address on its adapter ;
Password | | £ E]j @, CLa 2 dpy 00:02:2d:09:f3:5d If you do not want to

allow everyone to find the NetBios

- Wisa Bulleti name of ¥our computer, you shnu_ld
Continue i filter incoming traffic to this port, Risk

Te license of factor : Medium CWVE ; CAMN-1999-0621
Please provide your credentials to access this networl:, | th&!t all computer I
-Virus software Close |
ot yet installed =
- ¥||o now, The wolurr | Dane 192.168.151.10 &
= —~
&] Done =] ﬂlnternet Iotartyour ‘llllllllllllllll--‘
P e - :

MNote that all existing anti-virus software should be
removed from your computer before installing the %
Anti-Virus software. For complete installation
instructions, see the How-To document, &

The ITS Support Center will be delighted to answer
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/0,123

I "#$9%880 &
("
+ 1* + 1* ’! () *"! -

(45,656,783,
+ 5. [ - $960 $96601 2

0,12 89;- (< = >

(3" 85 "-"5 4&*7)3 .89 *.

. 68 6;-
0575

(< (5

D E $F%
> 7?1

JKL I M..3 N

#

H(:

$
- OP(

(1

Q21!




-]
I

() K+, /O * & 1234 & 5 6 7

1L
@

llllllllll

)jvor:ool Sottware




%' &%
© 9L

# 9

s2 00 @A P

89



1 " O . 4, 3*, &0

o000
DDDDDD
DDDDEE
o000
DDDDDD
oo

00j0000
DDDDDD 5
5 ——2

i







$

%&'



89

N~

~an
L]
=Y
J =

O
®

H*




T =&0

)



&*

I #" 145 &

145 & &

78 9 (

I T

& (+2

(

e

4
l

P
{

{

VLAN 10
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