C1sco SYSTEMS

YINPABNEHUE BE3OINACHOCTbBIO
MO ITIL U PELLEHWUA CISCO

SYSTEMS

Anekceu Jlykaukum

Bu3Hec-KOHCYNbTaHT N0 6e30MacHOCTH




CopepkaHue

- Kak npaBunbHO ynpaBnAaTb 6€30NacHOCTbIO UNu
yto Takoe ITIL Security Management?

- Be3onacHOCTb C TOUYKM 3peHusa npouecca u
npoLecc C TOYKN 3peHUsi 6e30nacHOCTH

- Kak aBTOMaTu3npoBaTtb npouecc ynpasrneHUsa unum
co3gaHue UeHHOCTU ANSA KNueHTa B eUHOUN TOoUKe
KOHTaKTa?

- Kak Cisco Systems nomoraet HauTum oTBeTbl Ha 3TN
BOMNpPOCHLI?
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NMOYEMY TAK BAXEH

CTPYKTYPUPOBAHHbIU NOAX0A?




BHewHUe npeanocCbINKU

- PacTeT uncno yrpos 6esonacHocTH

- HexBaTKa nepcoHarna gna odbecneyeHus
ynpaBneHus 6e30nacHOCTbIO

* KoHdhnukT mexay Ub n UT

« OTcyTCTBYET eANHbIN LUeHTp ynpaBneHusa UT-
6e30nacHOCTbIO

Cisco ITIL S ity Management © 2005 Cisco Systems, Inc. All rights reserved.



BHyTpeHHMe npeanocChbIfikKU

- Cnyx6a Ub xo4eT NnoBbICUTbL CBOMU CTaTyC B
KOMMaHuu

- Cnyx6a Ub bopeTcsa C BHELULHUMUN KOHKYpPeHTamMu 3a
npaBo BbIMOJIHATbL CBOKO paboTy

- Cnyx6a Ub xo4eT nony4yaTb 4OCTOMHO 3a CBOKO
padoTy

Cisco ITIL S ity Management © 2005 Cisco Systems, Inc. All rights reserved.



YTO TAKOE ITIL?
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Y10 Takoe ITIL?

 ITIL - IT Infrastructure Library
OTO HAOOpP KHUI, a He MeToOoSIorus
CoOpaHue «best practices»

* UT — 3TO0 HAabOp cepBUCOB, KOTOPbLIE MOTYT
npenocTaBnATLCA OU3Hec-noTpeduTenam un
noapepxuBatbca UT-cnyxbomn B cooTBeTCTBUE C
YeTKO ONMMUCaHHbLIMM Nnpoueccamm

Henb3a BHegpuThb ITIL, HO MOXHO BHegpPUTbL Npouecc,
onucaHHbin B ITIL

* NMpouecchbl no ITIL HanpaBnNeHb! Ha BbINOJIHEHUe
TpeboBaHMM 3aKa3vymnka/nornib3oBaTernf, a He NPocCTo
AocTuxeHne becnepedonHon pabotbl UT
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Kak npuwnwu Kk ITIL?

maBHOe - Uenb cepBuCa U METPpUKM ee NOCTUXEeHUA

[MoMuMo MeTpUKKN pe3ynbTaTUBHOCTU €CTb €Llue U MeTPUKU
3 peKTUBHOCTU NpoLecca — HACKONMbKO onpaBaaHbl
3aTparbl

YnydweHue npouecca HeBO3MOXHO 0e3 peructpauum
nHdopmMmauumn, 6e3 KOTOPOoUn Hemnb35 OLEHUTb
pe3ynbTtaT U 3dppeKTUBHOCTb NpoLecca

UMmea nHpopMaLuio MOXXHO CTPOUTb pealnbHble
nraHbl N0 BHOCUMbIM U3MEHEHUAM (U3MEeHEeHUS
CTaHOBATCS OCO3HAaHHbIMM)

Pe3ynbTaT uaMeHeHUn MOXHO U3MEePUTb U CPaBHUTb
C UCXOOHbLIMU XenaemMbiMUn pe3yribTaTaMu

Mpouecc ctaHOBUTCH ynpaBnsieMbiM!
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Tpu ypoBHA mogenum ITIL

Manager’s set
Strategy

Tactic Service Delivery Set

Operations Service Support Set
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Moaens ITIL

Inoadeat
Probles Lonred i
Hanxpemen: »”
[: 1
Kelexse _
Maragement N
&
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CHavana 6bin... lNpouecc

* ITIL onucbiBaeT uenu n PyHKLUN, BXOAHbIE U
BbIXOAHbIe NapamMeTpbl NPoLLeCcCCcCOB, HO He
onucbiBaeT cCNOocob Ux peannsauuu, T.K. OH MOXeT
pa3nuyaTbCcA OT KOMNaHUU K KOMNaHUU

* [Mpouecc - cBA3aHHasA nocrieAoBaTeNIbHOCTb
AeNCTBUN, AesATeNIbHOCTEen, U3BMEeHeHUN U 1.4.,
coBepLllaemMas C uernbio OOCTUXEeHUA ueneun

* YnpaBrieHMe npoueccom - ripouecc nyaHupoBaHuUs
N perynupoBaHua UCMOJIHEHUSA npouecca
3t heKTUBHLIM CNOCOOOM
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Process Goals

Relationships with
other processes
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10 npoueccoB ITSM — aapo ITIL

Cisco ITIL Security Management

NMpeanocraBneHue

cepBuca

Service Level
Management

ITSCM

Availability

Service
Desk

NMoppepxka
cepBuca

Incident
management

Problem
management

Configuration

Capacity
management

Financial
Management for
IT Services

© 2005 Cisco Systems, Inc. All rights reserved.

management

Change
Management

Release
management




[MpeumyuwecTtBa ITIL

* [oBbIWeHUe yaOBNEeTBOPEHHOCTU KITUEHTOB

- YBenu4yeHue Bo3BpaTa Ha MHBECTULUMU

* YnyJyweHue knumata B UT-cnyxOe

- CHuXeHune Tekyudku UT-kagpos

* NNoHumaHue poneun gna UT-nepcoHana

« CHMXeHue pacxonoB Ha oObyyeHue

* [oBbIWeHUe AOCTYNHOCTU NPUNOXEHUN U CEePBUCOB
- YBenuyeHue npoussoauteribHoctun UT-cnyxobi

* YMeHblueHUe pacxoaoB Ha 06paboTKy MHUMAOEHTOB
* CHMXXEeHue CKPbITbIX U3gepxek

* AddhekTBHOE ncnonb3oaHne UT-aktnuesoB

* CHuxeHune TCO
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YTO TAKOE YINPABJIAHUE

BE3OIMNACHOCTbIO?




YnpaBneHue 6e30nNacHOCTbIO

 YnpaBneHune 6e30MacHOCTbLIO — NpoLiecc

yrnpaBJrieHUA 3agaHHbIM YPOBHEM 0€30MNacHOCTH
WH(opmMaLumn U cCepBUCOB

* YnpaBneHue 6e3onacHocTtu (no ITIL) — aTo

C OOHOM CTOPOHbLI OTAENbHbIU, HO HE U30JIMPOBAaHHbIW
npouecc (He Bxoaut B ITSM)

C ApPYron CTOpPOHbI NPOLECC, O4YEeHb TECHO UHTErpUpyemMbIu
B apyrue UT-npouecchbl

- PakTopsbl ycnexa ITIL Security Management
NoHumaHue 6u3Heca-nonb3oBaTenien U UX NoTpebHocTen

HanucaHue u yrBepxaeHme SLA
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JTanbl npouecca ynpasneHusa b

Kakue uenu mbl XoTUM 4OCTUYbL?

NMNonutuka

YTto Hapgo caenaTtb ANSA OOCTUXEeHUA uenen?
lNMpouecc

KTo nonxeH 3To genartb U Korga?
NMpouenypol

Kak un roe 3To aenartb?
UHCTpYyKUnKn
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be3onacHOCTb, KaK I poLeccC

Cisco ITIL Security Management

Information Security Policy

l

Risk Analysis

'

Planning

l

Operational Measures

Evaluation and Audit

© 2005 Cisco Systems, Inc. All rights reserved.
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JTanbl npouecca

* eperoBopbl C KMTUEHTOM U OLleHKa ero TpedboBaHun

* [MpuBsA3ka cneundpuyeckux TpedboBaHUN KNUEHTA K
CTaHOApPTHbIM cepBucam 6e3onacHoOCTU

- OnpegeneHne Heob6XoOAMMOCTU CO30aHUA cneunduyeckoro
cepBuca

- OnpepeneHue n paspadbotka SLA
- Pa3paboTka u nognepKka Katasiora cepBucoB 6e3o0nacHoCTu

« AHanu3 cneuncnyeckoro Ana KNMeHTa ypoBHA obecnevyeHus
cepBUCOB

- OnpegeneHue UukKna o630poB YPOBHS obecnevyeHus
cepBUCOB

* MOHMUTOPUHI cepBUCA C TOUYKU 3PEHUSA KINUEeHTa, co3aaHune
oT4yeToB, 00630pbI Npouecca

- ObcyxaeHue pe3ynbTaToB MOHUTOPUHIa C KITMUEHTOM
* [MpeanoxeHus No yny4dleHUo CepBUCOB

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved. 19/67



UYto BHYTpU? YTO KNnNeHT He BMAUT?

Customer
defmes negunenents baied oa busmes nieds
'3 1
Report Service Level Agreement/iscerity section
conform SLA agreed Berween qusiomer and provider
A A
1T Service Provider l
Maintenance: Plan:
Leasn Sernce bevel agreement
Imprires I.Imp!ir-ing COREracH
| ple /' \ Dperational Level agreements
impleneatanan Pabicy staiements
Contral:
(et
Establsh masagement ramewerk
Alscate neipoasibaline
b F.
Evaluate: Implement:
Ineraal sedi (reare ywarensis
L Emternal awéiny (lusification and regieration
Seff asswments Perseanel secunty
Security istidents Physical seourity
Security management compulers,
nebwerks, apphcationt ..
Contrel and management of acckis nghts
Security incident hasdling, regatration
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Cisco Security Lifecycle (PPDIOO)

NMnaHupoBaHue n

cTpaTerus
DaBUJ1IbHOE QOUHAHCOBOE

d TOTOBHOCTMU

raemoe peweHune?

MapTHep
3aKas34uk
H pelleHus

Thl U YCNYyrU
DXKUBaKOT

HyTble TpeboBaHUA

BHeaopeHue pewieHus
MUHTerpaumnsa 6e3 CHuXxeHus
AOCTYNHOCTU U 3aL4UTDI
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K 3TOMy Hago ObITb rOTOBbLIM

- Hapgo noHnmartb, uTo nepexop Ha ITIL B obnactn Ub
He TONIbKO CNOCOOCTBYET yNy4lleHUI0 Ka4yecTBa
3TOro cepBuca, HoO U UMeeT APYry CTOPOHY

Bbl 4OMXHbI OyaeTe oueHuBaTb CTOMMOCTbL CBOMX yCnyr, a
MHOruMe NIMHeNHble PYKOBOAUTENM NIOOAT UX nonyyaTb
«aapom»

He Bce rotoBbI K (popmanunsauum

TpebyeTcAa coBepLleHHO UHOU YPOBEHb MbILLSIEHUA U
3HaHUM

Bbl AomkHbI OypeTte cobnogatb NPpUHATbLIE 00s13aTenbCTBA
U OTBeYaTb MO HUM

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



OCOBEHHOCTMHU

ITIL SECURITY MANAGEMENT




be3 SLA Hukypa

- KayecTtBO
cepBuca

Business

U3MepumMo

* Kntoy — SLA, Ha
OCHOBeEe KOTOpOoro
cepBUC
npeaocTaBnsaeTcs
OunsHecy

Cisco ITIL Security Management

:

SLA >

i

Information
Technology
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Security
Plan




Kak onpepenutb SLA?

[MpoBecTn aHanNu3 pUCKoB

Onpenennutb CTOMMOCTb aKTUBOB

Onpe.u,en UTb YA3BUMbIEC TOYKHN

OueHnTb yrpo3bl Ans ousHeca

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



MpUHLUUNbI NN KOHUEenuua?

NMpuHUMNBI

3-5 npepnoxeHnn nnum
Te3UcoB

He TpebOyeT
cneumanbHbIX 3HAHUU

HoctynHo nobomy
COTPYAHUKY

MoXeT ObITb BbiBeLLeHO
Ha cauTe

He mMeHsieTCH C
Te4YeHUeM BpeMeHU

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.

KoHuenuus

O4yeHb 00O BLEeMHbLIN
OOKYMEHT

Mano KTo yuTtaer

TpebyeT cneuunanbHbIX
3HaHUN

TpebyeT UBMEHEHUU U
NOBTOPHbIX
corslacoBaHuM nNpm
BHe4pPEeHUU HOBbIX
TEeXHOJIONUN, CITIUSHUAX U
T.N.




Poccuunckasn cneundumka

* B Poccumn o6bIYHO HET NoHATUA «npuHuunsl Ub»

B Poccum KoHuenuuio oObIYHO NULLET He 3aKa34MK,
a UICNOJTHUTESIb, KOTOPbLIN CYUTAET, YTO ero paboTy
oyayT oueHuBaTb No o6bemy u opme, a He
coaepKaHuio

« Ha 3anapge noHaTtue «KoHuenuua Ub»
NPUMeHSIeTCA K LieyioMy rocynapcrtBy, a He
oTAeNIbHOU KOMMaHUW

 Ha 3anage ecTb NOHATUE «MOJIUTUKA
Oe3onacHoOCTU», KOTOpasa coaepXUT Habop
KOHKpPeTHbIX peKoMeHaauum
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[MoBbIWeHne ocBeaAOMITEHHOCTH

Bbe3onacHOCTb, Kak KynbTypa
KOMNaHUu

- BezonacHocCcTb — 3a00Ta
Ka)aoro coTpyaHuka

- MynbTmMeauna nporpamMmmbli,
eLearning u BHyTpeHHUN

I &

noptan “Bbe3onacHOCTb
o o Ha4YUHaAeTCA C MEeHHA,
* ExxerogHbIN 00A3aTesribHbIN CEO KoMnaHuy, u
TPEeHUHI No 6e3onacHOCTU AnA CnycKaeTcA BHU3 A0
BCeX COpr,D,HVIKOB Kaxgaoro psaaoBoro
COTPYAHMUKA... 3TO
- be3 aToro BHeapeHue 06s13aTenbHO!”

npoueccHOro noaxoana
A Yembepc,
OﬁpequO Ha Hey.qaqy C)Ili(gl,-lCi?clzloeSpycstems®
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YIMNPABJIEHUE BE3SOINACHOCTbBIO

MO ITIL U PEWLEHNA CISCO




MecTto 6e3onacHocTu B mogenu ITIL

- L
- L L i
Inoxdea Perlormance and
Pratien el (| Do »| Gpacity
Managemens - o Hanagement
L ] [y
High
Araslsbiity
Release Maabdity Plassing
» —
Marggement  [© Management | 7 Goatingeacy Plan
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Llenu ITIL Security Management

* BHellHuMe
BbinonHeHue SLA

CooTtBeTCcTBME 3aKOHOAOaTeNbCTBY U UHBIM TpQGOBaHMHM

* BHyTpeHHMe

OGecneyeHne 6e30MaCHOCTU U HEMPEPbIBHOCTHU
COOCTBEHHbIX cepBUCOB cnyxobl Ub

* be3onacHOCTb — TaKoM XXe cepBUC U AN Hero
HeobOxoaumo coonwoaartb ITSM

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



be3onacHOCTbL — KaKk cepBUC

* be3onacHOCTb — TaKoM XXe cepBUC U AN Hero
HeobOxoaumo coonoaartb ITSM

NMopooepxka NpepocTaBneHue

Configuration & Asset SL Management

Incident Control Availability Management

Problem Management Capacity Management

Change Management BCP

Release Management Finance Management

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



YnpaBneHue nHunaeHTamu

* YnpaBneHue nHUMaeHTamMmm

UHumaeHT — ntoboe cobbiTHe, He ABNAOLEee YacTbHo
HOpMarsibHOro yHKUMOHMPOBaAHUA cepBUca u TpebdbyroLee
OTBETHOM peakuuu

Mpouecc ckopeniuero yctpaHeHUst UHUUOEHTOB

 PeweHus Cisco
Cisco MARS
Cisco SIMS

PeweHusa Cisco Threat Management (Hanpumep, Cisco IPS)

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



JTanbl ynpaBneHnst MHUMAEeHTaMMU

Cisco ITIL Securi

NMpuem 3anpocoB (Accept calls)

Peructpaumnsa mHunpeHTtoB (Log incidents)
Kateropusauusa nHumpeHtoB (Categorize incidents)
NMpuoputuszaumnsa mHunaeHTtoB (Prioritize incidents)
Usonauua nHunaeHToB (Isolate incidents)

Ackanauusa uHumaeHtoB (Escalate incidents (within the
process and/or to management))

OTtcnexuBaHue pa3Butua nHumaeHTta (Track incident
progress)

Pa3peweHue nHumpgeHtoB (Resolve incidents)
YBenomneHue knmeHToB (Notify customers)
3akpbiTe uHuuaeHToB (Close incidents)

ty Management © 2005 Cisco Systems, Inc. All rights reserved.




MeTpukn ynpaBneHnss MHUMOEHTaAMMU

* MeTpukm
Yucno 3aperMctpupoBaHHbIX MHUUOEHTOB

NMpooonkutenbsHOCTL OO6PabOTKN U pearnpoBaHuUs
WHUMOEHTA

Yucno MHUMOEHTOB, NepefaHHbIX «He Tyaa»
Yucno MHUMOEHTOB Ha Nonb3oBaTens
CToMMOCTb HA MHLUUAOEHT

Customer Satisfaction Index

Self-resolution rate

CobnrogeHune SLA
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YnpaBneHue npoonemamu

* YnpaBneHue npobnemamu

I'Ipou,ecc YMEeHbLWEeHUA YNcria MHUMAOEeHTOB nNyTem
yCcTpaHeHuda npuinH nx BOBHUKHOBEHUA

NMpobnema — MUHUMAEHT C HEU3BECTHOU NPUYMNHOMN

* PeweHuns Cisco
Cisco SIMS
Cisco MARS
Cisco IntelliShield Alert Manager

Cisco ITIL S ity Management © 2005 Cisco Systems, Inc. All rights reserved.



JTanbl ynpasrieHUa npoornemamu

Cisco ITIL Securi

AHanu3 TeHgeHunn nHumaeHToB (Analyze incident trends)
Peructpauus npo6bnem (Log problem)

UoeHTndpmnkauma kopHeBbIX NpuyiuH nHunpaeHToB (ldentify root
cause)

OTtcnexunBaHune usmeHeHunn npoonem (Track problem
progress)

BbisBrieHne uaBecTtHbiX ownodok (Verify known errors)
YnpaBneHue unssectHbiMmu ownbkamum (Control known errors)
PeweHune npobnem (Resolve problems)

3akpbiTue npobnem (Close problems/known errors)
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YnpaBneHue KoHdurypaumen

* YnpaBneHue KOHdUrypaumen

Co3gaHue v noaaepkKkKa B aKkTyarilbHOM COCTOSAHUMU
FIOrM4ecKou nHcppacTpykTypbl

* PeweHuns Cisco
Cisco MARS
CiscoWorks
Cisco IPS
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YnpaBrneHne naMmeHeHUsMu

* YnpaBneHue UaMeHeHUaAMu

,U,OﬂyCKaTb N KOHTPOJINPOBATb TOJIbLKO pa3yMHbIl€e
n3MeHeHus, HeBrndarowne HeratTuBHO Ha OusHec

* PeweHuns Cisco
Cisco Security Manager
Cisco Incident Control Manager
Cisco ACS
Cisco NAC

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



YnpaBrneHue pennsamu

* YnpaBneHue penusamu

CoxpaHuUTb paboTOCNOCOOHOCTL NPU NPOBEeAEHUMU
U3MEHEeHUN

* PeweHuns Cisco
Cisco Security Manager
Cisco Incident Control Systems
Cisco MARS
Cisco Security Agent

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



YnpaBrneHue npeaocraBreHUeM cepBuca

* YnpaBrieHMe ypoBHeM cepBuUca

BbisBneHue Tpebyemoro coctaBa u ypoBHA UT-cepBuca,
criexxeHue 3a ero 4OCTUXeHUeM, yCcTpaHeHue
HeKkayeCcTBEeHHOro cepBuca

* YnpaBneHue (hpuHaHCaMu

O6ecneunTtb HageXHy (puHaHCOBYKO 6a3y Ans Bcex
npoLeccoB

* YnpaBneHne MOLHOCTbIO

OGecneyeHue KOMMpoOMMUCCa MeXAY 3aTpaTaMu U
noTpebHOCTAMM
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YnpaBneHue npepocTaBrieHUeM cepBuca

* YnpaBrieHMe HenpepbIBHOCTbLIO

Ob6ecneuynTb rapaHTUpOoBaHHOe BOCCTaHOBJIEHUEe
UHdpacTPYKTYypbl B pe3ynbTaTe Ype3BbiYahHOMN CUTYaLUK

* YnpaBneHune AOCTYNHOCTbIO

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



YnpaBneHue HenpepbIBHOCTLIO

- JTanbl obecnevyeHUs npouecca
AHanu3 puckoB
CTOMMOCTb aKTUBOB
BbisiBneHue ya3BumocTeun
BbisiBneHue yrpos
YnpaBneHue puckamu
Pa3paboTka KOHTpMep
NMnaHupoBaHue geatensHocTu npu YC

YnpaBneHue B ycnosusix HC

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



OT XAOCA K YINPABJIAEMOMY

NMPOLIECCY




YnpaBnsembin npouecc

Help Desk/Incident

Incidents
control

Problems

Problem Management
Known
errors

RFCs

Change Management

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.




Ub n UT — bopbba n eanNHCTBO

- - o L] L)
1 MCI1OMMHAANE

3HaeM KakK usonumpoBaTtb

Ha MOHUTOpE

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.




Cuna B napTHepcTBe

Network
Operations

. Performance
Collaboration monitoring

Topology

Fault
management

Root cause
analysis

Help desk

Change
management

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.




Service Desk

* Llenu Service Desk
Oﬁecne‘-IMBaTb e,DMHyI-O TOqu KOHTAKTa AJiA KJIMeHTOB

cnoco6cTBOBaTb BOCCTAaHOBIIEHUIO HOPMarbHbIX
AEeNCTBYHOLLMX CEPBUCOB C MUHUMASNbHbLIM BIIMAHUEM Ha
Ou3HeC KnMeHTa B COOTBETCTBUMU C COrNacoBaHHbIMMU
YPOBHSIMU CEPBUCOB M NpuopuTeTamm 6usHeca

* Ulenb SD — He ycTaHOBNEeHue n ynpaBrieHue
npoueccamu, a co3gaHuve LeHHOCTU (He ueHbl) ans
KnueHTa (Hanpumep, ObICTpOe pa3peLueHue
KOH(PSIMKTa UNn ycTpaHeHne MHUUAEeHTa)

* Mexay uenamu SD Hy>XHO nckatb 6anaHc

Cisco ITIL Security Management © 2005 Cisco Systems, Inc. All rights reserved.



Apxutektypa Service Desk

Application
events

sSecurity
avents

Configuration & Operational
Assatgfeeds Network/System P
evants

|

Customer Requests, | Proactive
Vpdates 7 Service

:;?:E]Ezmhf::é Desk Management Inh:mnatmn
P I S & monitoring

|
I Application
Support Network Desktop Availability Support
Support Support contingen iuppm

Ser:ﬂnd Line support

3rd Party

| Sales, purchase, contract, cost & account managamnnt suppnrtl

Proactive Systems Management
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WHTEPALIMA PELLEHUU CISCO U

HEWLETT-PACKARD




Cisco Security Management Suite u HP

Service Asset Mgmt Event
Desk ~ Database =  Console — Correlation

Incident
Resolution

ciscoWorks SIMS /[ Cisco MARS

Collection Correlation
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[TlyTn MHTerpauumn

 Cisco MARS = XML Incident Notification
* Cisco IntelliShield Alert Manager = XML Alert
 CiscoWorks SIMS = XML Notification




CiscoWorks SIMS & Cisco MARS

DISPARATE EVENT DATA
Firewalls IDS
Scanners VPN
Anti-Virus 0Ss
Applications

! Normalization | Aggregation
Centraj;
alized Event

.‘ - " anagmnent
- Security ,_ Real-Timg
Policy i {Sualizatiqy,
Refinement geﬂﬂrtfng 4
7?7(_’75713\\;1](;8

Compliangg

Incident
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Cisco IntelliShield Alert Manager

Global Source
Network

OpraHusaumm no 6e3onacHoOCTH
FocypnapcTBeHHbIE opraHusauuu
MpousBoaguTenu

«Xa KepCKue» UCTOYHUKHU

UccnepoBaHusa u
aHanus

C6op m oueHKa
AHanus u Kkoppensiuus

PacnpocTpaHeHue
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FeHepauusa oTyeToB U OronneTeHen
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Linux/Unix: Xpdf Multiple Arbitrary Code Execution and Denal of Service
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HacTtpaunBaemble yBegoMneHus,
3apayHocTb, Ayaut, OTyeThl
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NMPUYNHbI HEYOAM
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[MpnunHbI Heyaau

* Hu3knm ypoBeHb 3penocTu

Jlrogu «He rotoBbI» (KnueHTtbl, UT unun UB)

 JIlrogn — He aBTOMAaThbI U He Bcerga criegyroT
«NYYLIUM NPaKTUKaM»

Cneuunanuct Help Desk mor He 3apeructpupoBaTtb
WHUMAOEHT, MOTOMY YTO OH MOXEeT NOBJIUATb Ha ero gpyra
WUIIN Y HEero «HeT BpeMeHu» USin He cobpaHa nonHasx
nHdopmauums

3aperucrtpmpoBaHHasi MH(hbopMaLua elle He 3HAUYUT, YTO B
peanbHOCTU BCe XOPOLIO

HeT pecypcoB ansi BbINonHeHus padot

He ycTaHOBIEHbI Lefniu U OHU He
npMopuUTe3npoBaHbI
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[MpnunHbI Heyaau

MonbITKa cbecTb CJIOHA UerNmIMKOM

BHeapeHue Bcex 10-Tu npouecCcoB MOXeT 3aHATb OT 3-X A0
S5-Tu net

Ileno He poBeOeHO A0 KOHUa

PYKOBO,D,CTBO KOMMNaHNUN He 3aunHTepecoBaHO

He xBaTaeT niogen onsa peanusaumm «JyuLimx
NPaKTUK»

OpHuM-ABYMSA NogbMKU Npobnemy He pewuTb

OTCcyTCTBME YEeTKMX MHCTPYKLUN

OTcyTcTBMe BrnagenbLua npouecca

OyeHb BaXHO Ana 6e3onacHOCTU, KOTopas nepecekaeT
rpaHulbl MHOTMX NoApasaeneHuin B KOMNaHum
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[MpnunHbI Heyaau

- OTCcyTCTBME eOAMHCTBA MeXay noapasaeneHusMu,
Yy4acTBYHOLMUMU BO BHeOPEHUU

* UIrHopupoBaHue gpyrux ctTaHgapToB U NMPaKTUK
(COBIT, ISO 27001, ISO 17799 n 1.4.), a TaKkxe
3aKoHopaTernbCcTBa

* NMcnxonorus

EOQvHasa TOYKa KOHTAKTa, Kak cTeHa, otaensiet UT ot
Nnosfib3oBaTeNIA U OH He NPoLaeT TOo, YTO NMPOCTUNOCH Obl
NPV JIMYMHOM KOHTaKTe

dopmanusauua TpedbyeTt 6oree BbLICOKOro KayecrtBa
oGcnyXXuBaHus

* POoKyC Ha undppax anga pesynbTaTa, a He LLEeHHOCTHU
AN KrnueHTta
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[TpuunHbI Heygay

* OTCyTCTBME TEXHONOINM4YeCKou NH(pPaCTPYKTYpbI
0e30onacHoOCTM

MCO3, aHtTuBupycsol, ID&PS u 1.4.
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3AKINKO4YEHUE
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B KayecTBe 3aKNnr4YeHus

* ITIL — 3TO He naHaues — ycnex 3aBUCUT OT
MHOXecTBa (paKTopoB

* ITIL — He gorMa — apganTUpyuTe U ynydwianmTe

* PeweHus Cisco MoryT ObITb BHeApeHne B
cootBeTcTBME C ITIL
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JononHuTenbHbIe BONpocbl Bbl MoXeTe
3a4aTb MO 3JIEKTPOHHOU NoYTe
security-request@cisco.com

unu no tenedgoHy: (495) 961-1410
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